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(1) DIGITAL TECHNOLOGY:      
the 1st year cadet

(2) CYBERCRIME: 
the 3rd year cadet

Not 
Enough
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Thailand ranked the 5th of the highest risk for
cybersecurity threats in Asia and is the 11th in the world.

The local cybercrime rate has risen rapidly. The computer
crime damaged many big companies from fraud external
hacking to internal employee.

The official websites of Thai government have been
hacked.
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The law enforcement officers who
are sufficiently trained to deal with
the sudden spike in technology-
based crime.

The main problem is that the
Technology Crime Suppression
Division does not have enough
personnel to keep up with the
changing nature of criminal
behaviour.
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Police officers do not know
how to contribute to security
breaches.

Police officers do not have the
sense of the cybersecurity and
information security policies
and procedures.



ROUTINE ACTIVITY THEORY: Cohen & Felson

ศูนย์ปฏบิัตกิารส านักงานต ารวจแห่งชาติPresentation for REVULN’19, May 15-16, 2019, Hong Kong



CYBER-ROUTINE ACTIVITIES THEORY (C-RAT)

ศูนย์ปฏบิัตกิารส านักงานต ารวจแห่งชาติPresentation for REVULN’19, May 15-16, 2019, Hong Kong

C-RAT embraces RAT as a new theoretical application for
primarily explaining computer crime victimization
concerning three main tenets: MOTIVATED OFFENDERS,
SUITABLE TARGETS, AND ABSENCE OF CAPABLE
GUARDIANS.

The motivated offender tenet suggests that there will
always be an infinite amount of crime motivation. Most of
the Cybercrime attacks have proven to be a successful
monetary opportunity for cybercriminals.
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Cybercrime allows cybercriminals to withhold valuable data
from users’ and agencies’ computers until a ransom has
been paid with relative ease and anonymity. Thus, C-RAT
(2008) also crosses parallels with RAT argumet in
highlighting motivated offenders as a given situational
factor.

The suitable target tenet in respect to cyberspace is also
a given situational factor. RAT uses four properties
(VIVA: value, inertia, visibility, and accessibility) to access
the suitable target tenet, commonly.
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CYBER-ROUTINE ACTIVITIES THEORY (C-RAT)
C-RAT also argues that any user accessing the internet is viewed
as a valuable target with a perfectly high vulnerability to a
cybercriminal. For exam, when the victims’ data are seized from
the ransomware, the victims tend to pay the ransom because they
are essentially powerless in retrieving important files and data.

In terms of capable guardianship, there is a conspicuous lack of
capable formal guardianship in cybercrime. The current formal
social agents do not provide effective safeguards to protect
potential victims in cyberspace since the amount of specialized
forces responsible for patrolling cyberspace are limited due to the
lack of resources and training.
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As a result, the police departments encountering ransomware
incidents tend to pay the ransom without making any arrests.
This substantially weakens the level of capable guardianship,
imposing a negative image of the police departments’
capability in handling the cybercrime.

Citizens can foster feelings of distrust and fear if the police of their
town are unable to stop cybercriminal activities, let alone to criminal by
paying them. Collaboration with global nations to provide international
cooperation in investigation of cybercrime is extemely challenging.
Therefore, the concept of Cohen and a pivotal role in keeping computer
system safe from cybercrime attacks.
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PREVENTION PROGRAM

In order to construct an effective computer crime prevention program, it is
imperative to reflect on other theoretical perspectives that would convey
positive effects on deterring potential computer crime. Recent criminological
literature links illegal computer crime activities to social learning processes.

Skinner and Fream (1997) tested the relationship between the theoretical
elements of social learning and the behaviours of cyber-criminals. The
researchers (1997) posited that the nature of computer crime requires that
individuals learn not only how to operate computer equipment, but also to
master specific procedures, programming, and techniques for using the
computer for illegal activities.
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General Crimes Cyber Crimes 
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Social Media

Cryptocurrency

Dark Web
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2 Main Parts and Training Teams 

Red Team Blue Team

• Coding/Programming
• Reverse Engineering
• Digital Forensics
• Cryptography
• Web Security
• Exploitation

• Network Monitoring : 
Splunk

Under Computer 
Ethics

http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9


Cyber Security Training Tools

ศูนย์ปฏบิัตกิารส านักงานต ารวจแห่งชาติPresentation for REVULN’19, May 15-16, 2019, Hong Kong

Kali Linux is main tools for this training 
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Python, Java and C are the main computer languages
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IDA to reverse the executable code to the source code
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HxD for carving the images
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CyberChef to encrypt and decrypt the message
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Tools for Web Security
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SQL Injection and Brute Force to try to access website

SQL Injection Brute Force Attack 
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Wireshark to capture the network traffic
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Nmap to search and find computer target
root@kali:~# nmap -sn 192.168.140.1/24

Starting Nmap 7.70 ( https://nmap.org ) at 2018-09-04 05:44 EDT

Nmap scan report for 192.168.140.1

Host is up (0.00024s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.140.2

Host is up (0.00011s latency).

MAC Address: 00:50:56:E3:F1:8C (VMware)

Nmap scan report for 192.168.140.254

Host is up (0.00040s latency).

MAC Address: 00:50:56:F0:BA:94 (VMware)

Nmap scan report for 192.168.140.131

Host is up.

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.32 seconds

root@kali:~# 
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Metasploit to exploit computer target
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Splunk to analyze the computer logs
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Exercise
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RPCA Cyber Teams 2018

FirstHUNTER SecondHUNTER ThirdHUNTER
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FirstHUNTER
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SecondHUNTER ThirdHUNTER FourthHUNTER
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Organized by Royal Thai Armed Forces
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Capture The Flag (CTF) Training



1st Cyber Security Competition for Military and Police Academy
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The training at Digital Forensic Center (DFC)
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The list of capture the flag (CTF) tools
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The competition day, with consecutive 8 hours
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The competition day, have the relax and lucky
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The competition day, try to be the winner
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A cup and prizes in this competition 
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The first runner up for SecondHUNTER
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The second runner up for FirstHUNTER
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RPCA cyber team in this competition
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Cyber Challenges
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Organized by the Bank of Thailand (BOT)
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Financial Cyber Security Boot Camp 2018

The first round in online competition
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Financial Cyber Security Boot Camp 2018

Team member finds the method to solve the problems
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Financial Cyber Security Boot Camp 2018

Some of team member can solve the problem
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Financial Cyber Security Boot Camp 2018
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Financial Cyber Security Boot Camp 2018

Two of RPCA cyber team go to the final round
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Financial Cyber Security Boot Camp 2018

The final round at the learning center of BOT
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Financial Cyber Security Boot Camp 2018

The competition with consecutive 5 hours
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Financial Cyber Security Boot Camp 2018

Not easy Not stressed
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Financial Cyber Security Boot Camp 2018

The 7th places for this competition



KPMG Cyber Security 
Challenge 2018 in 

Thailand 
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Cyber Challenges
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KPMG Cyber Security Challenge 2018

Organized by KPMG Thailand company
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KPMG Cyber Security Challenge 2018

Cyber team from leading universities in Thailand
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KPMG Cyber Security Challenge 2018

Very hard problems for this competition
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KPMG Cyber Security Challenge 2018
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KPMG Cyber Security Challenge 2018
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KPMG Cyber Security Challenge 2018

RPCA cyber team in this competition



Thailand Cyber Security 
Competition for Military 

and Police Institutes 
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Cyber Challenges



Thailand Cyber Security Competition for Military and Police Institutes 
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This competition for military and police officer

http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9
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Thailand Cyber Security Competition for Military and Police Institutes 

Organized by RTARF and IXIA
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Thailand Cyber Security Competition for Military and Police Institutes 

The competition with consecutive 12 hours
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Thailand Cyber Security Competition for Military and Police Institutes 
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Thailand Cyber Security Competition for Military and Police Institutes 

http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9


Online Cyber Security 
Competition
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Cyber Challenges
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Online Cyber Challenges

CTF Time at https://ctftime.org/

http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9


Conclusions
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Descript the cyber security training for 
Thailand’s police cadets3

Briefs for the police cadet program in Royal 
Police Cadet Academy1

Explain for the cyber law enforcement 
courses in Royal Police Cadet Academy2
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Show the RPCA cyber security teams and 
the results in the competitions4



End of Presentation
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Thank You


