Chung-Jui Lai?

aWanhua Precinct, Taipei City Police Department, Taiwan



Education Work experience

Department of Information ;—,* .
Management, College of Police
Science and Technology, Central

Police University(CPU), Taiwan

ABOUT ME | o
Sub-Lieutenant, police of information

~ management,
Wanhua Precinct, Taipei City Police Department

* 2-month(2019) research in College of
. Communication and Information, Florida State
“«; University, Tallahassee, FL, USA

* A white-hat at NCCST (National Center of
Cyber Security technology) in 2017,2018.

Achievements

* Paper presentation: 'A Framework for SQL Injection Investigations:
Detection, Investigation, and Forensics,” The 2018 IEEE International
Conference on Systems, Man, and Cybernetics (SMC 2018), Miyazaki,
Japan, pp. 2834-2839,0ct. 7-10, 2018. (EI) (ISBN:978-1-5386-6649-4)

 Paper Acceptance: ' “On the left side, there’s nothing right. On the right
side, there’s nothing left:” Polarization of Political Opinion by News
Media, ’ iConference 2020. @
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The power
of Internet
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Source: Presidential Elections in 2017 Source: THE ECONOMIC TIME @




Number of people using social media platforms

Estimates correspond to monthly active users (MAUs). Facebook, for example, measures MAUs as users that have
logged in during the past 30 days. See source for more details.
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Source: Statista and TNW (2019)
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Fake news

Disinformation

Taiwan

Propaganda



Content farm 2016in asia country

profits

~N

network traffic

.

/

Plagiarism

1Short time

{1 Tons of unstable articles

4 N\
legal
illegal
. J
Anonymous

Junk

Advertisement Marketing

+ aboutfighter.com (H&[")#)
- bldaily.com (EREBER)

* Bomb0l.com

* BuzzHand

* cocohk# 7%

- cocomy.net (COCOXSS)

- damaday.com (KEHNh)
+ ezp93.com

- funnyanecdote.com (FfiE)
- foyuanvip.com ({#ii)

* gigacircle.com

- happytifyhome (5E#R{)

- happtify.cc (I=48)

- hotstartabloid.com (STARER)
- imama.tw (il54%)

+ kknews.cc (8 HAF)

* pttOl.cc (PTTO1 {8 %&HR0)

- read0l.com (FiR)

- teepr.com (#ROEFRAD)

- twgreatdaily.com

* WWW.CONtW.CO



THE STRATEGY IN TAIWAN

Person, Platform Marketing A{ﬁt@@k @@{F@mg@

group, party Ad. agent company '\/
. Payment flow
Maintain the limitation . Keep distance
. Avoid disclosure

_©O
Keywords > .‘. —_—
analysis

Controversial Description

Project team

monitor team



Example: the adjustment of syllabus in Taiwan at 2015

the party in power
B

Ministry of Education
Be operated
o 20% 46% l

[
Hot Keywords ﬁ Be balanced

D ~ |

Dilute the attention on the criticized party
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Law

Procedure of adjustment
Media comments
Leaders’ opinions
Content of syllabus

\

Reader submission

Forward through celebrities’ Facebook
Forward clarified news

Post the message for dummies

Marketing
operation
Incubation period Controversy period

(Frist) (Second)

1. Ordinary person opinions
2. Celebrities’ endorsement

Guide the public opinion which

supported the specific party




Principles:

.

| points : Important things:

Enlarge the wrong part

Focus on the inappropriate content
Divide groups in purposely
Emphasize the reasonable part

1. Maintain the points

2. Eliminate the targets

ol AR

Bad Fight back
points (Appropriately)

Attack and Defense

(implement each together)




WHAT WE CAN SEE?

= Dawn of the ordinary person
= One plays multiple roles. (e.g. students, victims, retired teacher, famous teacher)

o ossified thinking. = close to people’ thoughts (sense of participation)
Soften the 1ke good use of public opinions and make them good for specific group.

Pretend

opposite 't emphasize the profession.
thought

Differentiate to the
Professiongaj

The search percentage of each mayors
authority

(2018/1~2019/12)

- S - - -
T TrE B s — Ko Wen-je
018815 201859732¢ 2019526525

Source: Google Trends




WHAT WE CAN SEE?cont)

Assemble!

= Fake accounts

Traditional Social

= Transfer the battlefield of public opinions media media

= Push articles routinely by program

= The economy of digital advertisement (1/10)

Digital Advertising Size (NT Billion) Mobile

@ 71.8%
28.2%

&
Desktop

38 -96 NTBillion

Growth
Rate

0
2011 32012 J 2013 2014 2015 2016 2017 2018 125 A’ Q
Source: DMA (Taiwan Digital Media and Marketing Assoclation)




2018 Digital Media Advertising vs. Other Media
Advertising of Taiwan (By Percentage) OMCL

83.1%

O Other Media © Digital Media

48.4%

&

LT

B 26.6%
—— 22 9%
_ 20.1%
16.9%
2011 2012 2013 2014 2015 2016 2017 2018

Source: DMA (Taiwan Digital Media and Marketing Associﬂbn)



The Growth Rate of Taiwan Digital Advertising by Type ) T B GFIK

General Media Social platform Display Ads. Video Ads Search Ads Buzz/Content Marketing
B 2017 Market Size B 2018 Market Size O 2018 Growth Rate
NT Billion NT Billion

21.012 24.32 12.085 14.64 13.581 15.08 6.742 8.10

i

Source: DMA (Taiwan Digital Media and Marketing AssocQ)n)



2011~2018 The Growth Rate of Digital Media Advertising - )
and Other Media Advertising of Taiwan =l S GFIK

©O Broadcast TV O Cable TV © Digital Media
40.0%
33.7%
30.0%
19.5% 0 0
55,688 17.8% 18.3%
10.0% 6.6% e
“®.1 70

0.0%
-10.0%
o -18.4%

2011 2012 2013 2014 2015 2016 2017 2018

Source: DMA (Taiwan Digital Media and Marketing Assoﬁm)n)



OTHER EVENTS HAPPENED IN TAIWAN

= The legalization of same-sex marriage

= 2014 Taiwan mayor election(Computational Propaganda in Taiwan: Where Digital
Democracy Meets Automated Autocracy)
= Al technology
= Text mining
= Sentimental analysis
= Personal texts

= The smuggling of cigarette of National Security Bureau in 2019.7
= The protest in Hong Kong now

= The spy case of Wang Li-giang

= The murder case of Chen Tong-jia

= The mansion case of Han Kuo-yu (claimed for the civilian status)

= Recheck the old cases and find something illegal to against opposite




THE SUICIDE CASE OF CYBER WARRIOR IN SEP.

= Super Typhoon Jebi destroyed the Kansai airport, Japan

= Some information claimed that the other government sent the bus to
pick up its national but the Taiwan Representative Office at Osaka did
nothing.

= The account, “idcc,” emerged at the website, “PTT,” and start to attack
the representative.

= The representative couldn’t afford the pressure and suicided after the
tremendous public opinions targeting him.

= The account was manipulated by someone and the prosecutor found
that one of the IP Address was located at the Legislature Yuan.

@



Media

framing

Freedom of
Filter

speech
bubble

The suicide case of Taiwan (2018.9.14)

l

The owner of BBS announced that they stopped to receive any account apply after 2018.9.15

|

Taiwan election(2018.11.14)

Information Media

warfare literacy

Cyber

warrior




POLARIZATION 0f BI;OLITICRL
NEWS MEDIA
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OUTLINE

= Introduction
= Political Opinion Mining on Presidential Election

= Sentimental Analysis

= Study Framework
= Data Collection
= Data Filtering & Select Criteria

= Data Analysis (4 models)

= Conclusion







POLITICAL OPINION MINING o presidential election

¥ A

The evaluation of The advantage of The disadvantage of
social media. social media. social media.

(e.g. Facebook, WhatsApp,
Instagram, Weibo)

Popularity Immediately Preconception
Massive usage Widespread Disinformation content
(posting, sharing) (partial opinion)

@



THE TRI-RELATIONSHIP OF TRADITIONAL
MEDIA, NEW MEDIA, AND POLITICAL PARTIES

Traditional
media

: Political
“




LIWC (Linguistic Inquiry Word Count) is a
software that can analyze the percentage of
variables and reflect different emotions,

thinking styles etc. within the text.

SENTIMENTAL

ANALYSI

* The power of text analysis. (LIWC)
* The dictionary of LIWC contains almost 6,400 words.
» The clear classification of LIWC dimensions.(for example)

1. Affect Words (e.g. positive emotion, negative emotion)

2.50cial Words (e.g. family, friends, male and female
referents)

3.Time Orientation (e.qg. post, present, future focus)
4. Informal Speech (e.g. swear words)




STUDY FRAMEWORK
@ DI ECTION (TWITTER

ERIA



PROCESS OF THE STUDY FRAMEWORK




DATA COLLECTION
with PYTHON CODE

= Twitter Developer for analyzing
tweets.

= Using Twitter Stream API,
“tweepy,’ to collect the tweets
within Twitter.

= Stream API can catch the
prompt tweets that contain the

Keyword: Trump keyword we select.




= Date :2019-09-11 14:10:10
= User name : @BBCWorld

= User followers : 25751623
. | Tweets | Retweets | Total

= User_locat : London, UK
ser_location :London, S_— 211,249 619,764 831,013

= Text : “Today our nation honours and (25.42%) (74.58%) (100%)

mourns the nearly 3,000 lives that
were stolen from us” President
Trump pays tribute to the victims
of the 9/11 attacks in US

The example of the tweet & the collection amount

@



Unformatted data Original tweets
sorted and classified ud Were separated
was removed from retweets

News media’s The dataset was
account names divided into three

were sorted to categories of news
extract the tweets media agencies

The remaining tweets and
retweets of non-relevant
accounts were removed

DATA FILTERING
&
SELECT CRITERIA




THE CATEGORIES OF NEWS MEDIA
AGENCIES

Alternet, CNN Opinion, Democracy Now, The Daily Beast, The Huffington Post, The
Intercept, Jacobin, Mother Jones, MSNBC, The New Yorker, The New York Times
Opinion, The Nation, Slate, Vox, Mashable, ABC, The Atlantic, BuzzFeed News, CBC,
CNN Online News, The Economist, The Guardian, NBC, The New York Time Online
News, NPR Opinion, Politico, TIME, The Washington Post, CBS, The Daily Show,
Newsweek, VanityFair

Left-Wing 850 (63.24%)

Fox News Online News, Reason, The Wall Street Journal Opinion, Examiner, The
. . Washington times, The American Spectator, Breitbart, The Blaze, CBN, The Daily
_ 0
Right-Wing 156 (11.76%) Caller, Daily Mail, The Daily Wire, Fox News Opinion, The Federalist, National
Review, New York Post, Newsmax

AP, Reuters, Bloomberg, The Christian Science Monitor, The Hill, BBC, USA Today,
The Wall Street Journal Online, NPR Online News

Total 1,344 (100%) O
€

Central 336 (25%)



DATA ANALYSIS
_ _COGNITIVE LOADS
AFFECTIVE PROCESSES
_ANALYTICAL THINKING STYLES
"PROFILE OF POLITICAL SENTIMENT




Sentiment analysis by text
mining using LIWC

Logistic Regression DATA ANBLYSIS
(left-wing is set as 0). METHODS

Data Visualization with radar

chart.




differ

COGNITIVE LOADS

cause
1.6

certain

—Left-Wing

Central

discrep

tentat

=== Right-Wing

Logistic regression of cognitive loads

Coefficients  Estimates St. Error Z-value
Intercept -1.649 124 -13.269™
Cogproc -.102 .028 -3.679™
Cause 129 .048 2.710™
Discrep 169 .054 3.088™
Tentat -.048 .050 -971
Certain .068 046 1.483
differ 155 047 3.313™

Note: ***: p<.001, **: p<0.01, *: p<0.05

L




AFFECTIVE PROCESSES

poscmo
2.5

sad

anger anx

—o—[eft-Wing Central —e—Right-Wing

negemo

Logistic regression of affective processes

Coefficients  Estimates St. Error Z-value
intercept -1.489 123 -12.089™
Affect -.294 226 -1.299
Posemo 257 228 1.129
Negemo 290 230 1.259
Anx -.197 J11 -1.770
Anger 011 061 173

sad -.244 129 -1.890
Note: ***: p<.001, **: p<0.01, *: p<0.05

L




ANALYTICAL THINKING STYLES

pronoun
12

10

verb article
3
negate prep
conj auxverb
adverb
—Left-Wing Central *==Right-Wing

Logistic regression of analytical thinking styles

Coefficients  Estimates St. Error Z-value
Intercept -1.442 232 -6.212™
Pronoun -.025 019 -1.303
Article -.066 024 -2.781™
Prep -.030 017 -1.708
Auxverb -.006 .033 =177
Conj .018 .030 .602
negate 042 052 .807
Verb .046 022 2.067"

Note: ***: p<.001, **: p<0.01, *: p<0.05

L




PROFILE OF POLITICAL SENTIMENT

posemo
6
money negemo
4
work anx
focustuture anger
focuspresent sad
focuspast tentat
achieve certain

e Left-Wing Central ==Right-Wing

Logistic regression of profiles of political sentiment

Coefficients Estimates St. Error  Z-value
Intercept -1.442 176 -8.213™
Focuspast .068 .028 2.442"
Focusfuture -.033 .050 -.658
Posemo -.024 .032 -.736
Negemo -.012 047 -.260
Sad -.281 133 -2.116"
Anx -.150 112 -1.337
Anger 013 062 206
Certain 031 .045 .695
Work -.05 022 -2.192"
Money .002 .046 .050

Note: ***: p<.001, **

: p<0.01, *: p<0.05

€






Political Influence Computational Bu11fi1r.1g
characteristic political differentiation prediction
perspectives . N model
Propaganda ( R Statistically "Tracking
tools Medjla classification news &
\ ) . framlng J - o p'llb].lC
i ) § . . , _opinions
recruitment Creating Sentlmeptal J )
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HOW T0 TARGET THE FAKE NEWS IN TAIWAN?
A

false

: 2. Planned @
Partial 3. Precisely \J
oa

Truth

Fake

(O/’ It’s not real

Exclusive of personal

w
e

o pmm-

Weights Ladder comments or

misunderstanding




HOW WE POLICE DEAL WITH THIS ISSUE?

Truth
clarification

Check
Fmd.or the S
receive elements

of crime

Investigation
and
prosecution

Our case

_£

Backup W

Notice ISP to

Public
clarification

take off the
content

Transfer to the
right agency

If the case is special, we can call CIB

evaIuationJ

1. People
2. Agency
3. Public person

1

Data
retrieval
IP address)

to help contact with the diplomat

Domestic
IP address

Find the suspect

Describe the dilemma of the
investigation
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The clues of fake news in Taiwan

The instant messages. (ex. news media, LINE Today...)
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The clues of fake news in Taiwan

Social media (ex. News, parties, clubs, internet celebrity in Facebook)




RAEEEEH—EH @ FEZEFRRETIE ! |

O

o] & {E#i#ya8 /5 Pressplay Email

‘ 1,830 HIEF =

1,830 messages

The clues
of fake
Nnews In
Talwan

YouTube channels
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The
prevention Cofacts MyGoPen

methods
IN
Talwan

Mei Yu Yi Rumor & Truth




- Google forbids any political advertisement
' during the 2020 election.
T h e Facebook shows the contributor of the

advertisement.

prevention

methods in |
Taiwan Factcheck Center

Ta IWan 1. Reported 2. Media concern 3. misinformation

Line Rumor Beat




The Dilemma
&

Difficulty

A\

Law (legal the business, news media exclusive of
other people)

Jurisdiction in Taiwan

Technology (VPN, private group)

Some Companies are not cooperative.

Tons of messages(include pictures, videos) have to
be checked.

Limited

resources



Freedom of speech The profits of the public

Freedom of news The prevention of crime

Both ends of the balance



How can we do?




People, Process, Technology

The ecology of Country
Different ages
The distribution of messages

Popular issues

Media literacy(education)

. To make law.
SOP (Standard Operation

Sentimental analysis
Procedure)

. The cooperation between
government and NGO.
Make the right recipe.

Process Technology

ISP or website manager
Al on data mining

Algorithm
Detective methods




Conclusion

To the issue itself, we must have our judgement and thoughts!



Thanks for listening!
Have a nice day!



