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Who? 
ÅDonato  Ferrante  

o Co -Founder and Principal Security Researcher at ReVuln Ltd.  

Ådonato@revuln.com  

Å twitter.com/ dntbug  
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We talk about 
 

Java   

+  

Old Java Exploits  
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Why Java? 
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Why Old Exploits? (1/2)  

                    * 
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From WebSense  [1] òreal-time telemetry about which versions of Java are  

actively being used across tens of millions of endpoints ..ó 

* At the time of this report  



Why Old Exploits? (2/2)  
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From Kaspersky [2]  



Welcome to Java World 
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Java World 
Updated  

30% 

Outdated  

70% 

   Å Impossible to give an exact estimate  

Å Average based on publicly available info  

Å Without using any 0 -day vulnerabilities an 

attacker can target ~70% of the Java users..  
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Java Users 

 

.. But if you are using an outdated 

version of the JRE, you may feel safe 

because you are using pro -active    

/ pro -* / detectors  to spot whenever 

an old vulnerability is used against 

your systems..  
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Our Goal 
ÅTo be able to bypass detections  of these detectors 

on exploits for old vulnerabilities  
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Attacker  

Defender  



The Defenders 
ÅWe randomly selected a number of different 

defensive solutions, including:  
o Microsoft Security Essential / Defender  

o AVG Internet Security 2014  

o F-Secure Antivirus  

o TrendMicro Titanium Max Security  

o Symantec Norton 360  

o And others..  

 

 

 

 

ÅWe had to pick a subset, because for obvious 
reasons we didnõt want to upload any sample 
using new  techniques on VirusTotal, etc . 
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The Attackers 
Å An old  vulnerability (CVE -2012-4681) and an old  exploit 

to harden (original exploit [3] by @jduck ) 

 

 

 

 

 

 

Å Via Applet  
o A Java Applet is an application written in Java  

o Embedded on a web page  

o Executed within a Java Virtual Machine (JVM)  

Å  in a process separate from the web browser itself 
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Applets  
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The security manager is a class that allows applications to implement 

a security policy . It allows an application to determine, é , what the 

operation is and whether it is being attempted in a security context 

that allows the operation to be performed.   



Workflow  
Å The workflow is something like:  

 
o Get access to sun.awt.SunToolkit  

ÅSupposed to be a restricted package  
 

o Call methods indirectly to trick the JVM Verifier  
 

o Get access to a private field of Statement  
ÅVia SunToolkit.GetField () 

 
o Define a new access control context  

ÅAll permissions 
 

o Create a Statement  to disable the Security Manager  
 

o Use the Field to change the permission of the Statement  
 

o Disable the Security Manager  
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Detection Rate 
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ÅWe used the basic version of the exploit  

 

Microsoft Security 
Essential / Defender  

 

AVG Internet 
Security 2014 

 

TrendMicro 
Titanium Max 

Security  
 

Symantec Norton 
360 

 

F-Secure Antivirus  
 

Exploit:Java/CVE-
2012-4681.AIN 

Java/Exploit.BBJ JAVA_EXPL.SM4 Web Attack: 
Malicious JAR 

Download CVE -
2012-4681 

Exploit:Java/CVE-
2012-4681.F 


